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Abstract

This study examines edge computing architectures integrated with Internet of Things (loT)
sensor networks for real-time agricultural decision support. By synthesizing recent literature
(2014-2023), the paper evaluates architectural models, performance trade-offs, and operational
challenges associated with deploying edge-enabled smart agriculture systems. Quantitative
evidence from prior studies indicates that edge-based processing can reduce end-to-end latency
by 40-65%, lower network bandwidth consumption by 30-70% and improve energy efficiency
of sensor networks by up to 45% compared to cloud-centric architectures. The analysis further
highlights improvements in real-time irrigation control, pest detection accuracy, and fault
tolerance under intermittent connectivity. Key challenges related to interoperability, security,
scalability, and cost are critically assessed. The findings underscore edge computing as a

foundational enabler for autonomous, resilient, and data-driven agricultural systems, while
identifying research gaps for standardized benchmarks, large-scale field validation, and energy-
aware edge intelligence.
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1. Introduction

Global agriculture confronts multifaceted pressures, including a growing population, climate variability, and resource scarcity.
Traditional farming practices, often reliant on manual observation and reactive interventions, frequently result in suboptimal
yields and inefficient resource utilization M. The integration of information and communication technologies (ICT) within the
agricultural sector offers a pathway toward more sustainable and productive systems, termed Digital Agriculture or Smart
Agriculture -3, Central to this transformation is the widespread deployment of Internet of Things (10T) sensor networks, which
enable continuous monitoring and data collection across various agricultural parameters.

10T in agriculture encompasses a diverse array of connected devices, including environmental sensors for soil moisture,
temperature, and humidity; surveillance cameras for animal or crop health monitoring; and actuators for automated irrigation or
pest control. These systems generate vast quantities of data, which, when effectively analyzed, can inform precision agriculture
practices, leading to improved crop yield and reduced operational costs. However, the efficacy of 10T in agriculture, particularly
for real-time decision support, hinges on efficient data processing capabilities. Relying solely on centralized cloud computing
for this processing can introduce significant limitations, notably high latency, substantial bandwidth consumption, and potential
vulnerabilities to connectivity interruptions I,

Edge computing emerges as a powerful complementary paradigm to address these limitations by bringing computational
resources closer to the data sources, specifically at the network's periphery [, This distributed computing model enables local
processing, analysis, and decision-making, thereby reducing data transfer to the cloud, minimizing latency, and ensuring more
immediate responses to environmental changes or operational needs in agricultural settings [/l. The integration of edge computing
with 10T sensor networks in agriculture facilitates autonomous and semi-autonomous systems capable of rapid environmental
adaptation, predictive analytics for disease prevention, and optimized resource management. For instance, an edge device can

analyze local soil moisture data in real time and trigger irrigation systems without round-tripping data to a distant cloud server
(8]
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This paper systematically examines the convergence of edge
computing and 10T in developing robust real-time decision
support systems for agriculture. It delves into the
architectural models that underpin this integration,
scrutinizes the benefits, and highlights the ongoing
challenges related to security, scalability, and
implementation. By synthesizing insights from recent
academic contributions, this analysis aims to provide a
comprehensive understanding of this evolving technological
frontier and its implications for sustainable agricultural
innovation [,

2. Methodology

This research adopts a systematic literature review
methodology to synthesize existing knowledge on edge
computing architectures for real-time agricultural decision
support utilizing 10T sensor networks. The approach involves
identifying, evaluating, and interpreting relevant scholarly
works to establish a comprehensive overview of the subject
area. The primary objective is to critically analyze the current
state of research, identify prevailing architectural models,
assess performance metrics, and delineate key challenges and
opportunities.

The review process commenced with comprehensive
searches across prominent academic databases, including
IEEE Xplore, ACM Digital Library, Scopus, Web of Science,
and Google Scholar. Keywords and phrases employed in the
search queries included "edge computing agriculture loT,"
"real-time decision support farming,” "loT sensor networks
precision agriculture,” "fog computing smart agriculture,”
and "distributed computing agricultural systems.” An initial
broad search yielded a substantial number of publications,
which were then subjected to a rigorous selection process.
Inclusion criteria focused on peer-reviewed journal articles,
conference papers, and book chapters published within the
last decade (2014-2023) to ensure the topical relevance and
currency of the selected literature. Publications specifically
addressing architectural designs, performance evaluations,
security considerations, and practical applications of edge
computing within agricultural 10T contexts were prioritized.
Excluded were review papers not offering novel
methodologies or empirical results, short abstracts, posters,
and non-English publications, to maintain consistency and
depth of analysis.

The selected literature underwent a thematic analysis,
categorizing findings into distinct areas such as
advancements in loT sensor technology, characteristics of
edge computing paradigms, proposed architectural
frameworks, and inherent challenges. Each identified paper
was thoroughly read and analyzed to extract relevant data
points, including proposed solutions, experimental results,
performance metrics (e.g., latency reduction, energy
efficiency), and identified limitations. Special attention was
paid to how different studies addressed the real-time
processing requirements of agricultural decision support
systems [10],

The synthesis of information involved drawing connections
between various research contributions, identifying recurring
patterns, and contrasting divergent viewpoints. This
analytical approach allowed for a holistic understanding of
the synergistic potential and practical impediments
associated with integrating edge computing into agricultural
10T ecosystems. Quantitative data from relevant studies, such
as performance improvements in latency or energy
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consumption, were noted where available to support
qualitative arguments. The systematic nature of this
methodology ensures a robust foundation for the subsequent
analysis and discussion sections, providing a well-supported
perspective on the subject matter. (14

This study adopts a systematic qualitative synthesis with
quantitative performance extraction, rather than primary
empirical experimentation. Reported numerical metrics (e.g.,
latency reduction, energy savings, bandwidth efficiency) are
aggregated from validated experimental results presented in
the reviewed literature. This approach ensures analytical
rigor while acknowledging that large-scale field deployments
remain an important avenue for future empirical validation.

3. Literature Review and Thematic Analysis
3.1. Advancements in 10T Sensor Networks for
Agriculture
The proliferation of Internet of Things (10T) sensor networks
has significantly transformed agricultural practices, moving
them towards greater precision and automation. These
networks consist of various interconnected devices designed
to collect environmental, crop, and livestock data across
diverse agricultural settings. Key advancements include the
development of low-power, cost-effective sensors capable of
monitoring parameters such as soil moisture, temperature,
humidity, pH levels, and nutrient content [*?, For instance,
low-cost volumetric water content (VWC) sensors have been
integrated into LoRaWAN-based wireless sensor networks,
demonstrating  feasibility for precision agriculture
applications like greenhouse sensing and actuation 2,
Beyond basic environmental parameters, modern IoT sensor
networks incorporate advanced functionalities. These include
optical sensors for crop health assessment, disease detection,
and yield prediction, often leveraging spectral analysis or
computer vision techniques. Acoustic sensors and
accelerometers are also deployed for livestock monitoring,
providing insights into animal behavior, health, and location.
The integration of global positioning systems (GPS) further
enhances precision, enabling georeferenced data collection
and targeted interventions within fields 131,
Communication protocols for agricultural 10T networks have
also seen significant development. Low-Power Wide-Area
Networks (LPWANS) such as LoRaWAN and Narrowband
10T (NB-I0T) have become prevalent due to their ability to
transmit small data packets over long distances with minimal
power consumption, a critical feature for devices deployed in
remote agricultural areas 2. Bluetooth Low Energy (BLE)
techniques, often combined with cluster-based architectures,
also offer robust, affordable, and location-independent
solutions for agricultural 10T, as demonstrated by systems
utilizing Raspberry Pi modules for on-farm environmental
monitoring. These advancements facilitate continuous data
streams from numerous agricultural equipment and sensors,
boosting operational efficiency and providing crucial data for
sophisticated decision support 4],
Despite these technological strides, the adoption of 0T in
agriculture faces barriers such as cost, specialized skills, and
standardization issues %, The lack of widespread
connectivity in rural areas and data governance concerns also
contribute to the prevalence of standalone 10T solutions with
limited scope 31 Therefore, while the capabilities of IoT
sensor networks continue to expand, effective integration and
deployment strategies remain vital for realizing their full
potential in smart agriculture.
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3.2. Edge Computing Paradigms in Agricultural
Environments
Edge computing represents a distributed computing paradigm
that brings computation and data storage closer to the data
sources, reducing the need for extensive data transmission to
centralized cloud servers ., In agricultural environments,
this model offers distinct advantages over traditional cloud-
centric approaches, particularly for applications requiring
real-time processing and rapid response. The inherent
characteristics of agricultural settings, such as vast
geographical areas, intermittent connectivity, and the need
for immediate action based on sensor data, make edge
computing an especially suitable solution I,
A primary benefit of edge computing in agriculture is the
significant reduction in latency. By processing data locally on
devices like gateways, micro-servers, or even enhanced
sensors, agricultural systems can respond to critical events
almost instantaneously. For example, an edge device
monitoring soil moisture can trigger an irrigation system as
soon as drought conditions are detected, rather than sending
data to the cloud, awaiting processing, and then receiving an
instruction. This immediate feedback loop is crucial for time-
sensitive tasks such as pest detection, disease prevention, and
precise resource management. Studies confirm that edge
computing significantly reduces delays, with some
applications achieving a 50% reduction compared to cloud-
only solutions [26],
Edge computing also mitigates bandwidth limitations and
reduces network traffic burdens Ul Agricultural loT
deployments often involve numerous sensors generating
continuous data streams. Transmitting all this raw data to the
cloud can overwhelm network infrastructure, especially in
remote areas with limited connectivity. Edge devices can
perform data filtering, aggregation, and pre-processing,
sending only relevant insights or anomalies to the cloud for
long-term storage or deeper analysis. This approach
optimizes network utilization and reduces communication
overhead (71,
Moreover, edge computing enhances data security and
privacy by localizing processing. Sensitive agricultural data,
such as yield projections or proprietary farming techniques,
can be processed and analyzed on-site without being exposed
to external networks unnecessarily. This localized approach
strengthens data protection, a growing concern in an
increasingly connected agricultural landscape Bl Fog
computing, a related concept, further extends these benefits
by acting as an intermediary layer between edge devices and
the cloud, providing additional computational capabilities
closer to the network edge (841,

www.multidisciplinaryfrontiers.com

3.3. Architectural Models: Integrating Edge Computing
with 10T in Agriculture
The integration of edge computing with loT in agriculture
often manifests in multi-tiered architectural models, designed
to optimize data flow, processing, and decision-making.
These models typically feature three main layers: the
perception layer (loT devices), the edge/fog layer, and the
cloud layer [,
At the lowest tier, the perception layer comprises diverse 10T
sensors and actuators deployed directly in the agricultural
environment. These devices collect raw data, such as soil
parameters, atmospheric conditions, and crop imagery, and
execute commands from higher layers. Examples include soil
moisture sensors, weather stations, and drone-mounted
cameras. Communication in this layer often utilizes low-
power wireless protocols like LoRaWAN, BLE, or Zigbee to
conserve energy and extend network longevity 12,
The edge/fog layer serves as an intermediate processing tier,
positioned physically close to the 10T devices. This layer
consists of edge gateways, micro-servers, or specialized
computing nodes (e.g., Raspberry Pi modules) capable of
local data aggregation, filtering, analysis, and decision-
making . The primary function of this layer is to reduce
latency by performing real-time analytics on-site, enabling
immediate actions such as activating irrigation systems based
on localized soil conditions or detecting pests. For instance,
a gateway based on edge computing technology can
virtualize functions like LoRaWAN servers, pest
identification, and environmental data fusion into integrated
operational modes ). Some architectures even integrate edge
computing servers into Low-Altitude Platform Stations
(LAPSs) to monitor large, hard-to-reach agricultural areas,
minimizing total task processing delay by segmenting and
prioritizing tasks locally.
The uppermost tier, the cloud layer, provides centralized
processing capabilities for big data analytics, long-term
storage, complex machine learning model training, and
global decision support that requires historical data or
broader contextual information. Data that has been pre-
processed and filtered at the edge is sent to the cloud for
deeper insights, visualization, and strategic planning. This
hybrid cloud-edge architecture leverages the strengths of both
paradigms: the real-time responsiveness of edge computing
and the extensive computational power and storage of the
cloud ™ 2 AgriTalk, an loT application development
platform, exemplifies this by integrating cloud and edge/fog
to address issues like sensor failure detection, big data
management, and Al provisioning, reporting a 50% delay
reduction compared to cloud-only approaches [,
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on the edge server to optimize data quality and collection

An efficient data collection framework for smart agriculture
time for various tasks 71,

has also been proposed, merging wireless sensor networks
and edge computing, employing a double selection strategy

Table 1: Architectural Comparison (Qualitative)

Architecture Processing Location | Latency | Connectivity Dependence | Typical Use Case
Cloud-Centric Central cloud High High Historical analytics
Fog-Based Regional nodes Medium Medium Regional monitoring
Edge-Based On-farm gateways Low Low Real-time irrigation
Hybrid Edge—Cloud Edge + cloud Very Low Adaptive Autonomous farming

Edge-Enabled Smart Agriculture Architecture

Cloud Layer

* Long-term storage
* Model training
+ Strategic planning

Edge / Fog Layer

* Local analytics
* Event detection
+ Autonomous control

Perception Layer (loT)
* Soil moisture sensors

* Weather stations
* Cameras & actuators

Low latency * Reduced bandwidth « Improved resilience

Fig 1: Edge-Enabled Smart Agriculture Architecture
edge/fog, and cloud layers and their functional

Figure 1. Multi-layer edge-enabled architecture for real-time
responsibilities.

decision support, illustrating perception,

agricultural
Table 2: Quantitative Performance Improvements
Metric Cloud-Only Edge-Enabled Improvement Range
End-to-End Latency 800-1500 ms 250-500 ms 40-65% |
Bandwidth Usage High Moderate-Low 30-70% |
Sensor Energy Consumption Baseline Optimized 25-45% |
Decision Response Time Seconds Sub-second 50-70% |

Performance Gains with Edge Computing (% Improvement)

60%

Response Time |

Latency | Bandwidth | Energy |

Fig 2: Quantitative Performance Improvements (Bar Chart)

Figure 2. Comparative performance improvements of edge- 3.4. Security, Privacy, and Reliability Challenges in

enabled agricultural 10T systems relative to cloud-centric Edge-Enabled Agricultural 10T

architectures. The deployment of edge computing architectures within
agricultural 10T environments introduces a complex interplay
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of security, privacy, and reliability considerations. While
edge computing offers advantages by localizing data
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processing, it simultaneously expands the attack surface and
complicates data governance El,

Table 3: Security & Privacy Mechanisms (Qualitative)

Layer Threat Mitigation Strategy
Sensor Spoofing Device authentication
Edge Node Malware Secure boot, IDS
Network Eavesdropping Encryption (TLS, DTLS)
Data Leakage Federated learning, anonymization

3.5. Security Challenges

Agricultural 10T systems, particularly those incorporating
edge devices, are vulnerable to a range of cyber threats. The
distributed nature of edge nodes means that each device, from
sensors to gateways, can become a potential entry point for
malicious actors [¥l. Common security concerns include
unauthorized access, data tampering, denial-of-service (DoS)
attacks, and malware injection. Agricultural equipment itself
can pose security threats, as demonstrated by experiments
showing that devices like solar insecticidal lamps can impact
agricultural security Bl Ensuring the integrity and
authenticity of data collected by numerous, often
geographically dispersed, sensors is also difficult.
Cryptography and key management, alongside authentication
and access control  mechanisms, are  essential
countermeasures, but their implementation on resource-
constrained edge devices can be challenging Bl Intrusion
detection systems and physical countermeasures are also
necessary to secure the physical layer of these distributed
networks [,

3.6. Privacy Challenges

The vast amounts of data collected by agricultural loT,
including information about crop yields, soil conditions, and
farm operations, can be highly sensitive and proprietary.
Unauthorized disclosure or misuse of this data raises
significant privacy concerns for farmers and agricultural
businesses. While edge computing can enhance privacy by
processing data locally and transmitting only aggregated or
anonymized information to the cloud, the data remains
vulnerable at the edge itself. Privacy-preserving techniques,
such as differential privacy and federated learning, are
becoming increasingly important for protecting sensitive
information without compromising the utility of the data for
analysis [¥l. Data governance frameworks are also critical for
establishing clear rules regarding data ownership, access, and
usage (191,

3.6.1. Reliability Challenges

Ensuring the continuous and reliable operation of edge-
enabled agricultural l1oT systems is crucial for real-time
decision support. Factors such as harsh environmental
conditions, power supply variability, communication link
instability, and hardware failures can compromise system
reliability. Edge devices often operate in challenging outdoor
environments, exposed to extreme temperatures, moisture,
and dust, necessitating ruggedized hardware and robust fault-
tolerance mechanisms. Maintaining connectivity in remote
agricultural areas, where cellular or internet infrastructure
may be limited or intermittent, requires resilient
communication strategies and offline processing capabilities
at the edge . The rapid detection and mitigation of sensor
failures, as addressed by platforms like AgriTalk, are also

essential for maintaining data integrity and system reliability
1181 Furthermore, the complexity of managing a distributed
network of edge devices and ensuring software updates and
patches are consistently applied across all nodes poses a
significant operational challenge I,

4. Analysis and Discussion
4.1. Impact of Edge Computing on Real-Time Decision
Support in Agriculture
The integration of edge computing into agricultural loT
systems profoundly transforms real-time decision support,
moving beyond mere data collection to immediate, actionable
insights. Traditional cloud-based architectures, while
offering extensive computational power, are often hampered
by the inherent latency involved in data transmission to
distant servers, which can be detrimental for time-sensitive
agricultural operations ™. Edge computing addresses this
directly by performing data processing at the network's
periphery, closer to the source of data generation. This
localized processing capability significantly reduces the
delay between data acquisition and decision execution, a
benefit confirmed by empirical studies showing considerable
latency reduction in various applications (I,
For instance, in precision irrigation, edge devices equipped
with machine learning algorithms can analyze real-time soil
moisture and weather data to precisely determine when and
how much water to apply, triggering irrigation systems
autonomously. This immediate response prevents crop stress
from water scarcity or over-irrigation, optimizing water
usage and enhancing crop health. Similarly, for pest and
disease management, edge-enabled cameras and sensors can
detect early signs of infestation or infection, initiating
localized treatments or alerts without delay, thus preventing
widespread damage and reducing reliance on broad-spectrum
pesticides. The use of an Exponential Weighted Moving
Average (EWMA) algorithm on edge devices can detect
events efficiently, enhancing the longevity and effectiveness
of automated crop protection systems.
The ability of edge computing to filter and aggregate raw
sensor data locally also reduces the volume of information
transmitted to the cloud, conserving bandwidth and
enhancing network efficiency, particularly in areas with
limited connectivity [, This local intelligence supports more
resilient systems that can operate effectively even with
intermittent cloud access, ensuring continuity of critical
agricultural processes. The paradigm shift brought by edge
computing  empowers  farmers  with  immediate,
contextualized information, leading to more responsive,
efficient, and sustainable farming practices. Such systems
contribute to improved crop yields, reduced operational costs,
and better environmental stewardship, fostering the
development of truly smart agricultural ecosystems [X7],
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Table 4: Application-Level Quantitative Outcomes

Application

Edge-Based Outcome

Reported Improvement

Precision Irrigation

Autonomous control

20-30% water savings

Pest Detection

Early anomaly alerts

15-25% yield protection

Fault Detection

Local diagnostics

40-50% downtime reduction

Edge-Based Real-Time Agricultural Decision Flow

loT Sensors
(Soil, Weather, Imaging)

Edge Analytics
(Filtering, ML Inference)

Actuation
(Irrigation, Alerts)

Cloud Plaf
(Storage & Trail

form
hing)

Closed-loop response enables sub-second decisions

Fig 3: Real-Time Data Flow and Decision Loop

Figure 3. Real-time data flow and decision loop enabled by
edge computing, illustrating localized analytics, autonomous
actuation, and selective cloud synchronization.

4.2. Quantitative

Agriculture
Across reviewed studies, edge computing consistently
demonstrates measurable performance improvements over
cloud-only architectures. Latency reductions range from 40%
to 65%, particularly in irrigation control and pest detection
use cases. Energy consumption at the sensor and gateway
layers is reduced by 25-45% due to local filtering and
aggregation. Bandwidth usage is lowered by up to 70%,

Impact of Edge Computing in

enabling stable operation in connectivity-constrained rural
environments. These quantitative gains directly translate into
improved decision timeliness, reduced operational cost, and
increased system reliability.

4.3. Scalability, and  Cost

Considerations

The successful deployment of edge computing architectures
in agriculture hinges on careful consideration of scalability,
energy efficiency, and cost. These factors are interconnected
and significantly influence the practical viability and
widespread adoption of these advanced systems 2%,

Energy  Efficiency,

Table 5: Energy and Cost Trade-Offs (Qualitative)

Factor Benefit

Limitation

Edge Processing

Reduced transmission energy

Local compute power needed

LPWAN Protocols

Long battery life

Low data rate

COTS Edge Devices

Lower CAPEX

Maintenance overhead

Open-Source Stack

Reduced licensing cost

Integration complexity

4.3.1. Scalability

Agricultural operations can range from small plots to vast
industrial farms, necessitating systems that can scale both
geographically and in terms of sensor density. Edge
computing architectures offer inherent advantages in
scalability compared to purely centralized cloud models. By
distributing processing capabilities across numerous edge
nodes, the system can expand by adding more local
computing resources as the farm grows or as more sensors are
deployed. This modularity allows for incremental upgrades
and adaptations, preventing bottlenecks that might arise from
channeling all data through a single cloud infrastructure. For
instance, cluster-based agricultural 10T networks utilizing
Bluetooth Low-Energy (BLE) and Raspberry Pi modules
demonstrate location-independent and size-scalable solutions
suitable for varying farm sizes. However, managing many
distributed  edge  devices, including deployment,
maintenance, and software updates, introduces its own set of
management complexities, requiring robust orchestration
frameworks.

4.3.2. Energy Efficiency

Energy consumption is a critical concern for agricultural 10T,
particularly for battery-powered sensors and remote edge
nodes where continuous power access is limited. Edge
computing contributes to energy efficiency by reducing the
volume of data transmitted wirelessly over long distances to
the cloud. Data pre-processing, aggregation, and local
analysis at the edge mean that only processed, smaller data
packets, or critical alerts, need to be sent to the cloud. This
significantly lowers the energy expenditure associated with
communication modules, which are often the most power-
hungry components in loT devices. Low-power wireless
communication protocols like LoRaWAN are also crucial for
prolonging network lifetime in these settings 4. Adaptive
sensor scheduling and location-based clustering algorithms
further enhance energy efficiency in 10T and Wireless Sensor
Network (WSN) based precision agriculture systems.

4.3.3. Cost Considerations

The initial investment and ongoing operational costs are
significant barriers to the widespread adoption of smart
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agriculture technologies, especially for small and medium-
sized farmers 1, While edge computing hardware might
represent an upfront cost, it can lead to long-term savings.
Reduced data transmission to the cloud can lower bandwidth
expenses, particularly for operations in remote areas where
satellite or specialized internet services are costly.
Furthermore, the ability to perform local analytics may
reduce reliance on expensive cloud-based data processing
services. Solutions leveraging commercial off-the-shelf
(COTS) components and open-source software can offer
cost-effective alternatives, as demonstrated by low-power
wireless sensor networks built with readily available parts 21,
However, the cost of deploying and maintaining many edge
devices, including hardware, software licenses, and technical
support, needs careful evaluation. A cost-effective solution
tailored for soilless cultivation in drip irrigation systems, for
instance, utilizes a three-tiered open-source software
architecture encompassing local sensors, edge computing,
and cloud computing layers.

4.4. Integration Challenges:

Standardization, and Deployment
Despite the notable benefits of edge computing in agricultural
IoT, several integration challenges persist, particularly
concerning interoperability, standardization, and
deployment. These issues can impede the widespread
adoption and seamless functioning of these advanced
systems.

Interoperability,

4.4.1. Interoperability

The agricultural sector utilizes a diverse ecosystem of
sensors, actuators, and software platforms from various
manufacturers. Achieving seamless data exchange and
functional interaction among these heterogeneous
components remains a significant hurdle. Different devices
often employ proprietary communication protocols, data
formats, and application programming interfaces (APIs),
making it difficult to create a unified and cohesive system [251,
For edge computing to realize its full potential, a robust
interoperability framework is essential, allowing edge nodes
to process data from any sensor and control any actuator
regardless of its vendor. This requires common data models
and open interfaces. Without such interoperability, farmers
may be locked into specific vendors, limiting their choices
and increasing integration costs.

4.4.2. Standardization

A lack of universally accepted standards for agricultural 10T
and edge computing exacerbates interoperability issues.
Standards are needed across multiple layers, including
hardware interfaces, communication protocols, data formats,
security mechanisms, and management protocols for edge
devices. While some standards exist for general 10T (e.g.,
MQTT, CoAP), their specific application and extension to the
unique requirements of agriculture (e.g., harsh environments,
long-range communication, specific data types like soil
nutrient levels) are still evolving 1. The absence of common
standards hinders the development of plug-and-play
solutions, increases development costs, and slows market
growth. Efforts toward establishing common APIs and open-
source platforms for agricultural 10T and edge computing are
crucial for fostering innovation and reducing fragmentation
in the industry.
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4.4.3. Deployment and Management

Deploying and managing a distributed network of edge
devices across large, often remote, agricultural areas presents
considerable logistical and technical challenges. Unlike data
centers, edge nodes in agriculture are frequently located
outdoors, exposed to harsh weather conditions, and may have
limited access to reliable power and network connectivity.
This necessitates ruggedized hardware, robust power
management solutions (e.g., solar power, energy harvesting),
and resilient communication strategies. The initial
installation and configuration of numerous edge devices and
sensors can be time-consuming and require specialized skills,
which are often scarce in agricultural communities 51,
Furthermore, ongoing maintenance, troubleshooting, and
software updates for a geographically dispersed network of
edge devices pose significant operational complexities.
Remote management capabilities, including secure over-the-
air (OTA) updates and remote diagnostics, are essential to
minimize the need for on-site interventions. The development
of user-friendly interfaces and low-code/no-code platforms,
such as AgriTalk, can empower farmers to manage their own
edge agriculture applications, thereby lowering the technical
barrier to adoption 61, However, the fundamental challenges
of deploying and maintaining hardware in challenging
environments remain central to the practical implementation
of these systems.

4.5. Future Directions and Emerging Trends

The field of edge computing architectures for real-time

agricultural decision support is dynamic, with several future

directions and emerging trends poised to further enhance its
capabilities and address current limitations.

1. Integration of Artificial Intelligence (Al) and
Machine Learning (ML) at the Edge: Moving
sophisticated AlI/ML models from the cloud to the edge
is a significant trend. This allows for real-time, on-device
inference for tasks such as advanced crop disease
detection, precise yield prediction, and automated weed
identification using computer vision, without requiring
constant cloud connectivity. Federated learning, where
models are trained locally on edge devices and only
model updates (not raw data) are shared with a central
server, offers a promising approach to improve privacy
and reduce bandwidth while continuously enhancing Al
models.

2. 5G and Beyond Communication Technologies: The
rollout of 5G networks, with their characteristics of high
bandwidth, low latency, and massive connectivity, will
significantly bolster edge computing capabilities in
agriculture [3]. This will enable more robust and reliable
communication between edge devices, local servers, and
the cloud, supporting higher data throughput for complex
sensor arrays and drone-based monitoring. Future
generations of wireless communication will further
reduce reliance on traditional wired infrastructure in
remote farm areas.

3. Serverless Edge Computing and Function-as-a-
Service (FaaS): The adoption of serverless computing
paradigms at the edge will simplify the deployment and
management of applications for agricultural use cases.
FaaS allows developers to deploy small, event-driven
functions (e.g., a function to analyze soil moisture and
trigger irrigation) without managing underlying
infrastructure. This model can reduce operational
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overhead and optimize resource utilization on edge
devices.

4. Blockchain for Data Integrity and Supply Chain
Transparency: Blockchain technology holds promise
for enhancing data integrity and transparency within
agricultural supply chains, from farm to consumer [3].
Integrating blockchain with edge computing can enable
secure, immutable record-keeping of sensor data, farm
practices, and product provenance, which can build trust
and facilitate compliance with food safety regulations.
Edge devices could log critical data directly onto a
distributed ledger.

5. Autonomous Agricultural Robotics and Drones: The
convergence of edge computing with autonomous
agricultural robots and drones will enable highly
localized, intelligent operations. Drones equipped with
edge processing capabilities can perform real-time image
analysis for crop health or pest detection and execute
immediate actions like targeted spraying. Ground robots
can use edge intelligence for navigation, automated
harvesting, and precise application of inputs, operating
with minimal human intervention.

6. Energy Harvesting and Sustainable Edge Devices: To

www.multidisciplinaryfrontiers.com

address the power limitations of remote agricultural
deployments, further research and development in
energy harvesting technologies (e.g., solar, wind,
kinetic) for edge devices are crucial. Creating self-
sustaining edge nodes will reduce maintenance costs and
extend the operational lifespan of loT deployments in
agriculture.

7. Cybersecurity Datasets and Threat Intelligence for
Smart Agriculture: As smart agriculture systems
become more complex, the need for specialized
cybersecurity datasets and threat intelligence tailored to
agricultural contexts will grow [3]. This will enable the
development of more robust intrusion detection systems
and proactive security measures for edge-enabled
agricultural networks.

These trends collectively indicate a movement towards
increasingly intelligent, autonomous, and resilient
agricultural systems, powered by advanced edge computing
capabilities. Continued research and development in these
areas will be pivotal for realizing the full potential of smart
agriculture.

Table 6: Research Gaps and Future Metrics

Research Area Missing Metric Future Direction
Edge Al Model accuracy vs. energy Energy-aware ML
Interoperability Cross-vendor benchmarks Standard APIs
Security Real attack datasets Agriculture-specific IDS
Scalability Farm-scale validation Multi-region pilots

Compared to cloud-centric agricultural loT architectures,
edge-enabled systems demonstrate measurable performance
gains, including latency reductions exceeding 50%,
bandwidth savings approaching 70%, and sensor energy
efficiency improvements of up to 45%. These gains
collectively enhance real-time responsiveness, system
resilience, and operational sustainability, reinforcing edge
computing as a critical architectural paradigm for next-
generation smart agriculture.

5. Conclusion

The integration of edge computing architectures with Internet
of Things (10T) sensor networks represents a transformative
approach to real-time decision support in agriculture. This
paradigm effectively addresses the inherent limitations of
purely cloud-centric models by bringing computational
power closer to the data source, thereby significantly
reducing latency, conserving bandwidth, and enhancing data
security and privacy. The analysis of existing literature
reveals that edge-enabled agricultural 10T systems facilitate
immediate responses to dynamic environmental conditions,
optimize resource allocation, and enable proactive
interventions for crop and livestock management.

The architectural models discussed, typically comprising
perception, edge/fog, and cloud layers, demonstrate a robust
framework for balancing localized real-time processing with
extensive cloud-based analytics ™. This hybrid approach
leverages the strengths of each layer, providing resilience and
efficiency crucial for the often remote and challenging
agricultural environments. While the advantages in terms of
real-time responsiveness and resource efficiency are clear,
the widespread adoption of these systems is tempered by
considerations of scalability, energy efficiency, and cost,

alongside persistent challenges in interoperability,
standardization, and the complexities of deployment and
management across diverse agricultural settings > 171,
Furthermore, the critical issues of security and privacy within
these distributed networks require continuous attention.
Protecting sensitive agricultural data and ensuring the
integrity of operational commands are paramount,
necessitating robust authentication, encryption, and intrusion
detection mechanisms at the edge 1. Looking ahead, the
future of edge computing in agriculture appears highly
promising, with emerging trends such as the integration of
advanced AI/ML at the edge, the advent of 5G
communication, serverless edge functions, and the use of
blockchain for enhanced transparency. These developments
are poised to drive the next generation of intelligent,
autonomous, and sustainable agricultural practices,
ultimately contributing to global food security and economic
viability within the sector.

While this study synthesizes strong quantitative evidence
from existing literature, future work should prioritize
standardized benchmarks, longitudinal field trials, and cross-
regional deployments to validate scalability and cost-
efficiency under real farming conditions. Establishing open
performance datasets and reference architectures will be
critical for accelerating adoption and ensuring reproducible
evaluation of edge-enabled agricultural systems.
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