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Abstract

In an increasingly digitized and interconnected global environment, cybersecurity auditing has
become a critical pillar in safeguarding organizational assets and ensuring regulatory
compliance. This review critically analyzes emerging methodologies for cybersecurity auditing,
focusing on their alignment with key regulatory frameworks such as the Sarbanes-Oxley Act
(SOX), the National Institute of Standards and Technology (NIST) Cybersecurity Framework,
and the General Data Protection Regulation (GDPR). The study identifies a significant shift
from traditional, reactive auditing approaches toward proactive, real-time, and risk-based
methodologies supported by artificial intelligence, machine learning, and automation. These
innovations enhance audit efficiency, enable continuous control monitoring, and support the
identification of advanced persistent threats (APTS). The review evaluates leading cybersecurity
audit frameworks, including Control Objectives for Information and Related Technologies
(COBIT), ISO/IEC 27001, and NIST SP 800-53, and explores how they are being adapted to
assess cloud environments, third-party risks, and remote work infrastructures. It further
examines how emerging frameworks incorporate regulatory expectations, emphasizing
transparency, accountability, and data minimization in line with GDPR, financial reporting
integrity under SOX, and the five core functions of the NIST Framework—Identify, Protect,
Detect, Respond, and Recover. The analysis reveals that while current methodologies offer
improved standardization and scalability, they also present challenges, including audit fatigue,
fragmented toolsets, and insufficient integration across enterprise risk management systems.
Moreover, the paper underscores the growing need for auditor upskilling, the ethical handling
of personal data, and continuous assurance mechanisms that go beyond periodic assessments. It
proposes a holistic model that integrates technical assessments with governance, risk, and
compliance (GRC) strategies to enhance cybersecurity audit effectiveness. Ultimately, this
review highlights the urgency for organizations to adopt agile and adaptive auditing approaches
that align with evolving digital threats and compliance mandates. It offers critical insights for
regulators, auditors, and organizational leaders striving to build cyber-resilient ecosystems in
an era marked by data proliferation, increasing regulatory scrutiny, and sophisticated
cyberattacks.
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1. Introduction

The rapid digitization of business operations, coupled with the burgeoning array of data-driven technologies and the widespread
adoption of cloud computing and remote infrastructures, has substantially broadened the cybersecurity threat landscape. As
organizations increasingly rely on digital platforms to store sensitive information and manage critical functions, they become
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more exposed to sophisticated cyberattacks, data breaches,
and regulatory non-compliance  (Bristol-Alagbariya,
Ayanponle & Ogedengbe, 2022). This evolving digital age,
where cyber risks pose direct implications for financial
stability, reputational integrity, and national security,
underscores the urgent need for robust cybersecurity auditing
practices (Santoso et al., 2021).

Cybersecurity auditing acts as a pivotal mechanism for
assessing the effectiveness of an organization’s information
security controls, identifying vulnerabilities, and ensuring
adherence to diverse regulatory mandates. The significance
of audit practices in enhancing organizational resilience
against cyber threats through compliance with frameworks
such as the Sarbanes-Oxley Act (SOX), the National Institute
of Standards and Technology (NIST) Cybersecurity
Framework, and the General Data Protection Regulation
(GDPR) cannot be overstated (Appelbaum, Kogan &
Vasarhelyi, 2017). Evolving frameworks necessitate that
cybersecurity audits adapt to reflect current risks and
emerging technologies (Santoso et al., 2021; Rahman et al.,
2021). For instance, as regulators impose stricter
requirements, organizations are compelled to transition from
conventional, checklist-driven audits to more dynamic, real-
time, risk-based methodologies, ultimately reshaping the
landscape of cybersecurity governance (Balios, et al., 2020,
Rahman et al., 2021).

Recent innovations, including Al-driven monitoring,
continuous auditing, and integrated risk management tools,
are significantly influencing audit practices across various
industries. These methodologies bolster compliance efforts
and enhance the ability of auditors to respond efficiently to
new cybersecurity challenges ("National Cybersecurity
Strategies”, 2021). An increasing emphasis on continuous
assessment rather than periodic evaluation is evident, with
auditors leveraging advanced technologies to analyze
vulnerabilities and compliance statuses proactively
(Buchheit, et al., 2020: Lewallen, 2020). Furthermore,
regulatory compliance frameworks are being scrutinized
regarding their effectiveness and the ability of organizations
to meet stringent requirements, as studies indicate that
businesses demonstrating higher compliance often achieve
better security outcomes (Bristol-Alagbariya, Ayanponle &
Ogedengbe, 2022).

Moreover, current literature stresses the necessity for
organizations to continuously innovate their auditing
approaches in light of emerging threats and regulations. The
integration of artificial intelligence and advanced analytics
into cybersecurity auditing practices has shown potential for
significantly enhancing the quality and speed of audits, thus
addressing complexities posed by the digital transformation
of businesses (Sabillén, 2018). Furthermore, the
establishment of comprehensive frameworks—such as the
CyberSecurity Audit Model (CSAM)—offers organizations
structured methodologies to enhance their cybersecurity
assurance efforts (Sabillén et al., 2017).

In summary, the increasing reliance on digital operations
across sectors has necessitated a paradigm shift in
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cybersecurity auditing, driving organizations toward more
comprehensive, agile, and technology-centric audit
methodologies (Ajiga, Ayanponle & Okatta, 2022, Francis
Onotole, et al., 2022). Aligning auditing practices with
evolving regulatory frameworks and emerging technologies
is essential for compliance and critical in safeguarding
against the sophisticated threats present in today's
interconnected digital landscape (Chang & Luo, 2019).

2. Methodology

This study adopted a systematic literature review approach,
guided by the PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses) framework, to
examine cybersecurity auditing methodologies and their
regulatory implications in the digital age. The objective was
to identify prevailing frameworks, emerging audit
techniques, and regulatory responses shaping the
cybersecurity landscape. A comprehensive search strategy
was implemented to identify relevant peer-reviewed articles,
conceptual models, empirical studies, and regulatory
discussions published in academic journals and conferences.
A total of 118 records were initially retrieved from online
academic databases, including IEEE Xplore, ScienceDirect,
Scopus, SpringerLink, and Google Scholar, using search
terms such as “cybersecurity audit,” “digital governance,”
“Al  in auditing,” “compliance frameworks,” and
“information security assurance.” These were complemented
by additional articles drawn from references in key papers to
ensure coverage of recent developments and gray literature.

After removing 27 duplicates, 91 records proceeded to the
screening phase. Each title and abstract was reviewed for
relevance based on inclusion criteria such as a focus on
digital auditing tools, frameworks integrating Al and
machine learning, regulatory guidelines like NIST, ISO/IEC
27001, GDPR, and recent cybersecurity maturity assessment
models. Studies that did not address either the audit
methodology or regulatory aspect were excluded.

Following the screening process, 63 full-text articles were
assessed in detail for eligibility. Articles were appraised on
methodological rigor, practical relevance to modern auditing
systems, and integration of regulatory mandates. The quality
assessment also considered if the study proposed new
frameworks, assessed existing tools, or provided comparative
insights into traditional and modern audit practices.

Finally, 46 studies met the eligibility criteria and were
included in the qualitative synthesis. These studies
encompass a diverse range of contributions including the Al-
Driven Predictive Analytics Model (Achumie et al., 2022),
machine learning models for operational efficiency
(Adekunle et al., 2021), cybersecurity maturity models
(Aliyu et al., 2020; Sulistyowati et al., 2020), and regulatory-
compliant auditing systems (Diamantopoulou et al., 2020;
Antunes et al., 2022). Methodologies extracted ranged from
automated audit engines and Al-enhanced detection systems
to visualization frameworks for audit clarity. These studies
collectively informed the synthesis of themes in the results
and discussion sections of this paper.
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Identification: 118 recards identified through database searching

Soreening: 91 records aller duplicates removed

Eligibility: 63 full-text articles assessed Tor eligibility

Included: 46 studics included In qualitative synthesis

Fig 1: PRISMA Flow chart of the study methodology

2.1 The evolution of cybersecurity auditing

The early stages of information technology adoption saw
cybersecurity auditing emerge primarily as a reactive,
manual, and compliance-driven process. Auditors focused on
verifying the presence and sufficiency of technical controls,
which included essential measures such as firewalls, antivirus
software, and password policies. The practice typically
involved conducting periodic assessments, usually on an
annual or semi-annual basis (Dagiliené & Kloviené, 2019).
These assessments were aimed at ensuring organizations
complied with regulatory requirements and internal security
protocols, relying mostly on documentation reviews, physical
inspections of IT infrastructure, and interviews with staff
(DiGabriele, 2016: Sulistyowati et al., 2020).

However, these traditional audit methods had significant
limitations. They often took the form of checklist-style audits
that evaluated compliance with predetermined standards like

ISO 27001, COBIT, or sector-specific regulations, including
HIPAA and PCI DSS. Such structures especially focused on
access controls, incident response procedures, and backup
mechanisms; nonetheless, the periodicity of these audits led
to a gap in detecting real-time vulnerabilities or anticipating
intricate cyber threats (Gepp, et al., 2018: Sardi et al., 2020).
Consequently, risks could potentially remain undetected
between audit cycles, enhancing organizational vulnerability
to breaches and regulatory penalties. The constraints of this
static auditing model became increasingly critical as
organizations navigated a rapidly evolving digital landscape
marked by more sophisticated and frequent cyberattacks
(Bristol-Alagbariya, Ayanponle & Ogedengbe, 2022). Figure
2 shows Cybersecurity Maturity Assessment Framework
(HCYMAF) presented by Almomani, Ahmed & Maglaras,
2021.
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Fig 2: Cybersecurity Maturity Assessment Framework (HCYMAF) (Almomani, Ahmed & Maglaras, 2021).

As digital transformation reshaped business operations, the
necessity for real-time and continuous cybersecurity auditing
became apparent. This shift was fueled by the advent of
emerging technologies such as machine learning, artificial
intelligence, and advanced data analytics. Unlike traditional
methods, real-time auditing not only continuously monitors
systems and user behavior but also empowers auditors to
detect anomalies and trigger immediate interventions
(Honigsberg, 2020: Lois, et al., 2020). The integration of
automated auditing tools has significantly minimized reliance
on manual processes, enabling organizations to analyze vast
data volumes efficiently and provide instantaneous insights
through rule-based logic and comprehensive dashboards
(Adewoyin, 2022, Chukwuma-Eke, Ogunsola & Isibor,

2022).

Moreover, real-time auditing systems facilitate continuous
compliance, allowing organizations to maintain ongoing
adherence to regulatory frameworks, particularly the NIST
Cybersecurity Framework, which stresses iterative risk
management across its core functions: ldentify, Protect,
Detect, Respond, and Recover (Bristol-Alagbariya,
Ayanponle & Ogedengbe, 2022). This dynamic approach
enables entities to perform regular self-assessments, modify
their risk scores, and adjust controls in response to emerging
threats and vulnerabilities (Lowe, et al., 2017: Salek et al.,
2022). Technologies such as Security Information and Event
Management (SIEM) systems and Security Orchestration
Automation and Response (SOAR) platforms have become
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integral in modern auditing methodologies, enhancing not
only detection and response capabilities but also
documentation and audit trails necessary for compliance
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(Malatji et al.,, 2021). Reference architecture for next-
generation cyber-security frameworks for digital value chains
presented by Repetto, et al., 2021, is shown in figure 3.
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Fig 3: Reference architecture for next-generation cyber-security frameworks for digital value chains (Repetto, et al., 2021).

The broader scope of regulatory frameworks has also
transformed the landscape of cybersecurity auditing.
Regulations like the Sarbanes-Oxley Act have pushed
organizations to establish rigorous internal controls for
protecting financial data, identifying the need for
cybersecurity audits to address technical safeguards
(Mamahit & Urumsah, 2018: Sulistyowati et al., 2020). In
tandem, the NIST Cybersecurity Framework offers a flexible
and comprehensive structure for managing cybersecurity
risks. GDPR has further broadened audit scopes, compelling
organizations to include data governance and privacy
assessments in their auditing practices, thereby emphasizing
personal data collection and processing (Ajayi, et al., 2022,
Chukwuma-Eke, Ogunsola & Isibor, 2022). The
requirements for accountability and transparency imposed by
GDPR necessitate that organizations ensure robust
mechanisms for incident detection and response along with
timely breach notifications, thus introducing a more holistic

dimension to cybersecurity audits (Oluoha, 2021: Perdana,
Rob & Rohde, 2018).

Additionally, as organizations embrace Agile methodologies
and DevOps practices, the rigid nature of traditional audits is
increasingly challenged. The emergence of DevSecOps
reflects a paradigm shift where security considerations are
integrated throughout the software development lifecycle,
promoting continuous validation of the integrity of digital
assets (Rahman, 2020: Sow & Gehrke, 2019). Consequently,
cybersecurity auditing has transitioned toward being an
enterprise-wide responsibility rather than a standalone
department's task. This evolution has underscored the critical
role of cybersecurity audits in enterprise risk management,
aligning security metrics with overarching business strategies
to foster resilience and innovation (Agho, et al., 2022,
Egbuhuzor, et al., 2022). Ohki, et al., 2009, proposed
Framework of Information Security Governance shown in
figure 4.
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Fig 4: Proposed Framework of Information Security Governance (Ohki, et al., 2009).
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Despite these advancements, challenges persist, particularly
regarding the integration of automated tools necessitating
investments in technology and training (Wang et al., 2021).
Organizations also face the pressing need to ensure that
human judgment remains central to auditing practices and
that they navigate the complexities of overlapping
compliance obligations in a global environment (Sun, 2019).
In summary, the evolution of cybersecurity auditing reflects
significant changes in technology, threat landscapes, and
regulatory environments. From traditional, static strategies to
modern approaches that embrace real-time monitoring and
automation, the function of auditing has matured into a
critical element for maintaining compliance, managing risk,
and supporting strategic organizational objectives in an era
marked by digital transformation (Sun & Vasarhelyi, 2018).

2.2 Emerging methodologies in cybersecurity auditing

In the evolving landscape of cybersecurity, auditing practices
have undergone significant transformations driven by the
complexities of digital environments and emerging threats.
This shift has catalyzed the move from traditional
compliance-driven approaches to a more dynamic, risk-
focused methodology. Organizations are now compelled not
only to comply with basic regulatory standards but also to
anticipate and respond to emerging risks while aligning their
cybersecurity strategies with overarching business objectives
(Egbuhuzor, et al., 2021, Ogunnowo, et al., 2021). This
transformation is necessitated by the need for continuous
oversight and the integration of innovative technologies into
the auditing process, leading to the emergence of several key
methodologies in cybersecurity auditing (Tiwari & Debnath,
2017: Yuara, Ibrahim & Diantimala, 2019).

Risk-based auditing has become a central tenet of modern
audit practices. Unlike traditional methods that impose
uniform scrutiny across all assets, risk-based auditing allows
organizations to focus resources on areas with the highest
potential exposures and business impacts (Chukwuma-Eke,
Ogunsola & Isibor, 2022). This methodology begins with a
thorough risk assessment, identifying critical assets,
evaluating vulnerabilities, and mapping potential threat
vectors (Antunes et al., 2022). By targeting audits towards
high-risk areas, organizations can optimize their resource
allocation and align their cybersecurity efforts with their
strategic goals (Aliyu, et al., 2020: Sabill6n, 2022). This
approach not only enhances the relevance of audits but also
supports compliance with frameworks such as the NIST
Cybersecurity Framework and regulations like the GDPR,
which emphasize risk management and protective measures
against privacy breaches (Adiloglu & Giingor, 2019:
Diamantopoulou, Tsohou & Karyda, 2020).

Complementing this risk-focused approach, continuous
auditing and monitoring systems have gained traction. In a
landscape where cyber threats can emerge rapidly, traditional
audit cycles are no longer sufficient. Continuous auditing
incorporates real-time data analysis and monitoring, allowing
organizations to detect anomalies and policy violations
instantly (Drivas, et al., 2020: Rahman et al., 2021).
Leveraging advanced technologies, organizations can
maintain a current snapshot of their compliance status and
control effectiveness, enhancing their ability to respond
swiftly to threatening events "National Cybersecurity
Strategies”, 2021). This constant vigilance is particularly
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crucial in sectors such as finance and healthcare, where
compliance failures can lead to significant financial and
reputational harm (Islam, Farah & Stafford, 2018: Rahman et
al., 2021).

Moreover, the integration of artificial intelligence (Al) and
machine learning (ML) into cybersecurity auditing represents
a revolutionary development. These technologies empower
auditors to process vast datasets, unveil hidden patterns, and
automate repetitive tasks that have traditionally burdened
human auditors. For instance, Al can analyze extensive logs
to identify threats and flag high-risk activities, and ML can
improve detection capabilities over time by learning from
historical data  (Bristol-Alagbariya, Ayanponle &
Ogedengbe, 2022). The combination of Al and automation
not only enhances the efficiency and accuracy of auditing
processes but also makes them scalable across complex
digital environments characterized by remote work and
multi-vendor ecosystems (Joshi, Elluri & Nagar, 2020).
Additionally, organizations are increasingly adopting robust
cybersecurity control frameworks to streamline audit
processes. The ISO/IEC 27001 standard, for example, offers
a structured methodology for managing sensitive data
through clearly defined policies and controls. This
framework assists auditors in evaluating the effectiveness of
security measures and ensures alignment with regulatory
requirements like the GDPR and corporate governance
mandates (Diamantopoulou et al., 2020: Kahyaoglu &
Caliyurt, 2018). COBIT, another essential framework,
addresses broader governance aspects, allowing auditors to
assess whether cybersecurity measures align  with
organizational goals and risk management strategies
(Lankton, Price & Karim, 2020). Meanwhile, the CIS
Controls provide actionable best practices that are
immediately  applicable and  measurable, helping
organizations prioritize their cybersecurity efforts (Sabillon,
2022).

Despite these advancements, the full implementation of these
innovative methodologies faces challenges. Organizations
contend with limited budgets, integration complexity of new
technologies, and skill shortages in cybersecurity (Lewallen,
2020: Rahman et al., 2021). Moreover, as the reliance on
automated systems increases, concerns surrounding data
privacy, algorithmic transparency, and ethical audit practices
become paramount (Chukwuma-Eke, Ogunsola & Isibor,
2021, Paul, et al., 2021). Nonetheless, as the digital landscape
continues to evolve, organizations must adapt their auditing
practices to these new realities. Embracing these emerging
methodologies in cybersecurity auditing is no longer an
option; it is a strategic necessity for safeguarding assets,
ensuring compliance, and fostering trust in an interconnected
world (Antunes et al., 2022; "National Cybersecurity
Strategies"”, 2021).

In summary, the transformation in cybersecurity auditing,
characterized by risk-based approaches, continuous
monitoring, the application of Al and ML, and adherence to
frameworks like ISO/IEC 27001, reflects a broad shift
towards adaptive and intelligent audit practices. These
innovations enable organizations to navigate the complex
threats of the digital age and align their cybersecurity
strategies with business objectives, thereby ensuring a robust
defense against an ever-evolving array of cyber risks
(Sabillén, et al., 2017).
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2.3 Comparative analysis: alignment with SOX, NIST,
and GDPR

A comprehensive understanding of cybersecurity auditing in
the digital age indeed requires deep exploration into
emerging methodologies, along with a critical comparative
analysis vis-a-vis major regulatory frameworks such as the
Sarbanes-Oxley Act (SOX), the National Institute of
Standards and  Technology (NIST) Cybersecurity
Framework, and the General Data Protection Regulation
(GDPR). The convergence of these elements informs the
current landscape of cybersecurity audit practices, which
increasingly adapt to the complexities of digital operations
across jurisdictions (Sardi, et al., 2020).

The Sarbanes-Oxley Act (SOX) emphasizes internal controls
related to financial reporting, mandating stringent protocols
to ensure data integrity and accountability. Cybersecurity
audit methodologies that focus on access control, audit trails,
and segregation of duties are crucial in fulfilling SOX's
requirements, particularly under Section 404, which covers
management's assessment of internal controls (Adiloglu &
GUNGOR, 2019). These practices help to secure sensitive
financial information from unauthorized access and ensure
compliance with legal standards, thus fostering trust among
stakeholders. Cybersecurity audits that focus on these areas
create an environment where financial data is traceable and
verifiable, thereby adhering to SOX expectations (Antunes et
al., 2021: Sulistyowati, Handayani & Suryanto, 2020).
Conversely, the NIST Cybersecurity Framework provides a
more adaptive and strategic approach by encapsulating five
core functions: Identify, Protect, Detect, Respond, and
Recover. The alignment of methodologies with NIST
typically involves continuous risk assessments and the
validation of security controls, which are critical for
comprehensive audits (Akhigbe, et al., 2021, Odio, et al.,
2021). This framework's flexibility allows organizations to
adapt their cybersecurity practices to evolving threats while
maintaining compliance across various regulatory spectra
(Joshi et al., 2020; Sulistyowati et al., 2020). NIST's focus on
systematic risk management fosters organizational resilience
and promotes a pragmatic audit framework that balances
regulatory compliance with operational flexibility (AlKetbi,
et al., 2014: "National Cybersecurity Strategies”, 2021).
GDPR introduces an additional layer of complexity by
centering data protection rights and ethical considerations. It
mandates that organizations conduct Data Protection Impact
Assessments (DPIAs) and implement strong cybersecurity
measures to safeguard personal data through transparent data
processing practices (Drivas et al., 2020). Auditors ensuring
compliance with GDPR must assess not just technical and
procedural controls but also the alignment of data-handling
practices with individual rights, such as those concerning
access and erasure of personal data (Adekunle, et al., 2021,
Oyedokun, 2019). This necessitates an in-depth
understanding of both legal stipulations and practical
implications of data management strategies.

While there are distinct priorities and methodologies
associated with SOX, NIST, and GDPR, there are also
converging themes, particularly in their emphasis on risk
management strategies. For instance, risk-based auditing
methodologies provide an adaptable approach applicable
across all three frameworks, allowing auditors to prioritize
high-risk areas and ensure compliance consistently (Joshi et
al., 2020; Sulistyowati et al., 2020). This adaptability is
enhanced by automation and integrated governance, risk
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management, and compliance (GRC) systems, which
streamline compliance efforts across various regulatory
landscapes while maintaining a solid audit trail.

Despite advancements in aligning audit methodologies to
meet regulatory demands, notable challenges persist.
Differences in the scope and enforcement of frameworks can
create compliance gaps. SOX's focus on financial controls,
for instance, may lead to oversight in broader risks outlined
by NIST or GDPR’s nuances surrounding personal data
protection Schmidt et al., 2021). Furthermore, organizational
capacity can significantly influence the effectiveness of audit
frameworks; smaller organizations may struggle to
implement comprehensive cybersecurity measures amid
resource constraints (Antunes et al., 2021).

To overcome these obstacles, integrating audit models that
harmonize various regulatory compliance efforts presents a
promising direction. By aligning controls across frameworks,
organizations can reduce duplication of efforts and streamline
audit processes to enhance overall cybersecurity compliance
and effectiveness (Kahyaoglu & Caliyurt, 2018; Schmidt et
al., 2021). Initiatives such as the Cloud Controls Matrix and
cybersecurity maturity assessments offer frameworks that
support comparative compliance adherence and facilitate
cooperative auditing practices on a global scale, addressing
multi-regulatory alignment in today's integrated digital
environments (Joshi et al., 2020; Drivas et al., 2020).

In summary, the intersection of cybersecurity auditing
methodologies with SOX, NIST, and GDPR exemplifies a
multidimensional challenge that necessitates a strategic and
integrated approach. Organizations are called upon to foster
a culture of proactive compliance while evolving their
auditing methodologies to not only meet existing regulatory
demands but also anticipate emerging threats in a rapidly
changing digital landscape (Agbede, et al., 2021, Oyegbade,
etal., 2021).

2.4 Sector-specific applications and case studies

In the realm of cybersecurity auditing, it is increasingly clear
that a one-size-fits-all approach is ineffective due to the
varying regulatory landscapes, operational structures, and
threat environments across different sectors. These variances
underscore a profound need for tailored audit strategies that
align with the unique characteristics of each industry. The
nature and complexity of threats faced by organizations,
alongside regulatory requirements, intricately influence the
cybersecurity audit process (Achumie, et al., 2022, Oyeniyi,
et al., 2022).

For financial institutions, the Sarbanes-Oxley Act (SOX)
significantly shapes the cybersecurity audit landscape. SOX's
stringent requirements for accurate financial reporting
necessitate a focus on safeguarding the integrity,
confidentiality, and availability of financial data. The reliance
on sophisticated IT systems in this sector means that
cybersecurity audits often prioritize access control validation,
transaction log immutability, and change management
protocols (Islam et al., 2018). Within this context, the
adoption of integrated frameworks like COSO emphasizes
the critical intersection between financial controls and
cybersecurity measures, ensuring a robust defense against
fraud and operational missteps (Akhigbe, et al., 2022,
Oyegbade, et al., 2022). Recent studies illustrate how U.S.
banks have evolved their audit practices in response to
digitalization and fintech innovations, employing continuous
auditing techniques that promote real-time monitoring of
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compliance with SOX mandates (Antunes et al., 2022).

The cloud computing sector, governed primarily by the
National Institute of Standards and Technology (NIST)
Cybersecurity Framework, presents a complex auditing
environment. This sector demands agility due to the dynamic
nature of cloud services and the shared responsibility model,
where both providers and clients play essential roles in
cybersecurity. Auditors in this domain focus on assessing
controls related to identity management, data protection, and
incident response readiness (Agho, et al., 2021, Otokiti, et al.,
2021). Prominent cloud service providers, such as AWS and
Microsoft Azure, illustrate the effective implementation of
NIST-aligned controls through extensive compliance
frameworks, enhancing customer assurance (Taherdoost,
2022). Case studies of SaaS companies adopting zero-trust
architectures highlight the importance of adapting NIST
principles to ensure robust security and facilitate smoother
compliance audits.

The healthcare and consumer services sectors are uniquely
impacted by the General Data Protection Regulation
(GDPR), which imposes stringent data protection
requirements. In this context, cybersecurity audits must
evaluate not only technical controls but also compliance with
legal and ethical data processing standards (Ogunnowo, et al.,
2022, Sobowale, et al., 2022). For instance, audits conducted
after data breaches in healthcare organizations have revealed
critical gaps in access control and data encryption practices,
underscoring the necessity for comprehensive audit strategies
that align with GDPR principles (Drivas et al., 2020).
Additionally, the proactive identification of potential
breaches through rigorous testing and simulation ensures
organizations can quickly respond to incidents while
maintaining compliance with GDPR timelines regarding
breach notifications.

Across all these industries, there is a clear shift toward
customized auditing approaches that reflect each sector's
specific regulatory frameworks and operational realities.
Throughout finance, cloud services, and healthcare, the
evolution of cybersecurity auditing is marked by the
increasing sophistication of threat landscapes and the demand
for stringent compliance measures (Ogunyankinnu, et al.,
2022, Oyeniyi, et al., 2022). Audit methodologies are
becoming more varied, reflecting  sector-specific
requirements while increasingly leveraging technology and
real-time monitoring tools to enhance efficiency and
effectiveness. As organizations continue to navigate this
complex landscape, aligning audit practices with sector-
specific needs will be essential for achieving both compliance
and trust in a digitally transforming environment (Akintobi,
Okeke & Ajani, 2022, Oyegbade, et al., 2022).

In conclusion, the landscape of cybersecurity auditing is
marked by significant complexity and necessitates a
differentiated approach based on the unique characteristics of
each sector. As cyber threats grow more sophisticated, the
ongoing refinement of audit practices that integrate sector-
specific regulations, operational challenges, and supporting
technologies will be critical for fostering robust security and
compliance (Adewoyin, 2021, Tula, et al., 2004).

2.5 Challenges and Gaps

Despite significant advancements in methodologies and
frameworks, cybersecurity auditing remains beset by
persistent challenges and systemic gaps that undermine its
effectiveness. These deficiencies not only pose risks to
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corporate governance but also have broader implications for
organizational resilience in an increasingly complex
regulatory landscape. Key challenges identified in the
literature include fragmentation in audit tools, a shortage of
skilled auditors, audit fatigue due to compliance burdens, and
ethical dilemmas regarding data access and usage (Akintobi,
Okeke & Ajani, 2022, Otokiti, et al., 2022).

Fragmentation in audit tools and practices is a primary barrier
disrupting cohesive cybersecurity auditing. Current audit
environments are characterized by diverse technologies and
software solutions, leading to a reliance on various tools for
essential functions such as vulnerability assessment, log
analysis, and compliance tracking (Achumie, et al., 2022,
Ozobu, et al., 2022). Many of these tools are derived from
multiple vendors and lack integration, necessitating
significant effort to reconcile findings across formats and
control frameworks (Antunes et al., 2022). This
fragmentation leads to inefficiencies and increases the risk of
leaving security gaps in assessments. The absence of
universally accepted audit protocols exacerbates this issue, as
organizations must navigate a labyrinth of differing
regulatory requirements. This reality is underscored by
studies revealing that organizations often have to adapt their
audit practices to align with multiple sets of standards (e.g.,
ISO 27001, NIST SP 800-53) from various jurisdictions,
complicating the audit process (Antunes et al., 2022; Antunes
et al., 2021).

Furthermore, the field faces a grave shortage of qualified
cybersecurity auditors. As cyber threats evolve, the demand
for auditors possessing a blend of technical skill sets and
regulatory knowledge has surged, outpacing supply (Aliyu et
al., 2020). The shortage is particularly acute in small and
medium-sized enterprises (SMES) and in developing regions
where cybersecurity training is limited (Chukwuma, et al.,
2022, Onukwulu, et al., 2022). The literature emphasizes that
effective auditing requires expertise beyond mere IT
proficiency, necessitating a comprehensive understanding of
cryptographic principles, data governance laws, and
structured audit methodologies (Antunes et al., 2021). This
skills gap hinders organizations from undertaking robust
audits, leaving them vulnerable to emerging threats and
compliance issues.

Compounding these challenges is the growing phenomenon
of audit fatigue, exacerbated by the increasing regulatory
complexity that organizations face. As companies are
subjected to overlapping audits from internal and external
bodies, auditors and their teams may experience burnout,
leading to diminished engagement and oversight quality
(Lankton et al., 2020). The pressures of compliance can
reduce the essence of auditing from a strategic function to a
mere exercise in checkbox compliance, undermining the
overarching goal of improving security postures (Lankton et
al., 2020). Moreover, organizations that grapple with
multiple regulatory frameworks often experience significant
resource strain as they attempt to meet the demands of diverse
compliance requirements (Adekunle, et al., 2021, Sobowale,
et al., 2021).

Ethical concerns also loom large in the realm of cybersecurity
auditing, particularly regarding data access and usage.
Auditors typically require access to sensitive information to
conduct thorough assessments, raising questions about
privacy and potential conflicts of interest (Tronnier et al.,
2022). In jurisdictions governed by stringent data protection
regulations, such as the GDPR, there is an imperative to
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navigate ethical boundaries carefully to prevent violations
that could arise from unauthorized data disclosure or misuse
(Tronnier et al., 2022). The integration of automated tools in
audits introduces further ethical considerations, as these
technologies often operate opaquely, possibly leading to
biases or misinterpretations of data (Ajayi, et al., 2021,
Sobowale, et al., 2021). Therefore, auditing frameworks must
evolve to incorporate ethical guidelines that ensure
responsible data handling while maintaining the integrity of
the audit process (Tronnier et al., 2022).

In conclusion, cybersecurity auditing has advanced
significantly; however, persistent challenges remain.
Fragmentation in audit tools and practices undeniably
hampers effectiveness, while the shortage of skilled auditors
and the burden of regulatory compliance continue to strain
audit functions. Ethical concerns surrounding data access
must also be addressed to safeguard the integrity of audits.
To mitigate these issues, cross-sector collaboration is
essential, involving industry stakeholders, regulatory bodies,
and academic institutions to create a more unified and
ethically sound approach to cybersecurity auditing.

2.6 Proposed integrated cybersecurity audit model

The present discourse emphasizes the increasing necessity for
a holistic and integrated cybersecurity audit model, motivated
by the complexities prevalent in the realm of cybersecurity
auditing. Professionals, regulatory bodies, and researchers
alike acknowledge that existing frameworks are inadequate,
particularly in fostering resilience against cyber threats.
Current auditing practices often lean toward fragmented
compliance checklists rather than a unified approach that
encapsulates regulatory mandates, risk management, and
governance structures into a singular, cohesive framework
(Sabillon, 2022). Scholars argue that this integrated model
not only fulfills compliance requirements but also enhances
organizational resilience and promotes efficient strategic
decision-making (Sabillén, 2022).

The integrated cybersecurity audit model fundamentally
relies on three pillars: compliance, risk management, and
governance. Compliance ensures adherence to legal
standards such as the General Data Protection Regulation
(GDPR) and guidelines from the National Institute of
Standards and Technology (NIST) (Sabillén, 2022). It acts as
the foundational layer upon which risk management builds
by facilitating the identification, assessment, and
prioritization of cybersecurity threats based on potential
impacts and likelihoods of occurrences. The governance
pillar integrates these two dimensions through a strategic lens
that incorporates cybersecurity audit functions into broader
corporate management practices, invoking the need for
executive oversight and stakeholder accountability
(Kosanewnko et al., 2021).

This model fosters a layered auditing methodology where
compliance evaluations form the foundation, while risk
assessments direct the audit priorities. This allows
organizations to create a unified control matrix that aligns
auditing criteria across various regulatory frameworks and
risk domains, significantly reducing overall redundancies and
enhancing audit comprehensiveness. For example, a unified
control addressing access management might simultaneously
satisfy the internal control requirements of SOX, the
protective measures of NIST, and the confidentiality
standards imposed by GDPR. This systematic mapping of
controls streamlines audit processes and optimizes resource
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allocation within organizations, addressing the inefficiencies
exhibited in fragmented approaches.

Technological advancements play a crucial role in this
integrative framework. Automation tools for audits can
significantly enhance efficiency by centralizing evidence
collection, control testing, and reporting across several
compliance requirements (Sabillon, 2022). Emerging
technologies such as artificial intelligence (Al) and machine
learning can be employed to analyze historical data, identify
anomalies, and suggest enhancements, thus empowering
audit functions with continuous assurance capabilities—vital
features in an era characterized by rapid digital
transformation and evolving cyber threats (Sabillon, 2022).
The automation of these processes not only supports
scalability but also provides real-time oversight into
compliance status and risk exposure, facilitating timely
decision-making by stakeholders (Sabillon, 2022; Sabillon,
2022).

To shepherd the adoption of this integrated audit model,
several recommendations are posited for policymakers that
include the establishment of harmonized audit standards
adaptable across various sectors. Policy frameworks should
converge around clear audit mandates and encourage
interoperability among prominent models such as ISO/IEC
27001, NIST SP 800-53, and GDPR guidelines (Sabillon,
2022). Concurrently, policymakers must invest in fostering
audit capacity through educational initiatives and incentivize
the development of Al-enhanced auditing tools, particularly
for small to medium enterprises (SMEs), thereby enhancing
overall cybersecurity readiness at both organizational and
national levels (Pace & Cornish, 2021).

Moreover, practitioners must embrace a holistic view of
cybersecurity auditing that integrates these functions within
their existing operational frameworks. Cybersecurity audits
need to transition from a reactive to a proactive posture,
underlining the importance of leadership buy-in for
integrating cybersecurity into organizational culture
(Sabillon, 2022). Creating centralized audit offices
responsible for oversight of the integrated audit model can
significantly streamline processes and enhance efficacy.

In conclusion, the proposed integrated cybersecurity audit
model responds adeptly to the modern demands of digital risk
and compliance, weaving together compliance, risk
management, and governance into a single strategic
framework. In recognizing the critical role of technology in
enabling this model, it underlines an urgent necessity for a
collaborative approach among policymakers, practitioners,
and regulators to uphold the integrity of information systems
across the globe. The establishment of globally standardized
auditing practices is a vital imperative, one that serves to
bolster trust and enhance resilience in our increasingly
interconnected digital landscape (Sabillon, 2022).

3. Conclusion

Cybersecurity auditing in the digital age has undergone a
significant transformation, evolving from traditional,
periodic compliance checks to dynamic, integrated
frameworks that align with the multifaceted demands of
regulatory compliance, risk management, and organizational
governance. This review has examined the development of
audit methodologies in response to escalating cyber threats
and complex digital infrastructures, highlighting how
frameworks like SOX, NIST, and GDPR shape the scope and
execution of cybersecurity audits across various sectors.
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Emerging practices such as risk-based auditing, continuous
monitoring, and the integration of Al and automation are
reshaping audit capabilities, while sector-specific
applications underscore the critical role of contextual
awareness in designing and implementing effective audits.
Despite these advancements, considerable challenges persist,
including fragmented tools and standards, workforce
limitations, audit fatigue, and ethical dilemmas surrounding
data use and access. These gaps underscore the urgency of
adopting a more unified and strategic approach to
cybersecurity auditing.

The findings of this review make clear that the traditional
audit paradigm is no longer sufficient in a rapidly changing
digital and regulatory landscape. Organizations must evolve
their audit strategies to become more proactive, intelligent,
and continuous. This requires embedding audit functions into
core business and IT processes, investing in skill
development and audit technologies, and embracing
integrated frameworks that holistically address compliance,
risk, and governance. Regulatory bodies must also take the
lead in fostering global audit standardization, offering clear,
adaptable guidance, and supporting organizations of all sizes
in building audit capacity. Cybersecurity audits should be
leveraged not merely as tools for regulatory verification but
as essential components of digital resilience and strategic
decision-making.

Future research should explore the practical implementation
of integrated audit models in diverse organizational contexts,
the role of Al explainability in automated auditing systems,
and the development of universally accepted cybersecurity
audit standards. Further investigation is also needed into
balancing audit transparency with data privacy, and into the
effectiveness of cross-sectoral audit collaboration models. As
digital threats and technologies continue to evolve,
cybersecurity auditing must remain agile, ethical, and
forward-looking—anchored in accountability, driven by
innovation, and dedicated to safeguarding the integrity of our
increasingly digital world.
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