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1. Introduction

1.1 Background and significance of agile procurement

Agile procurement has evolved as a strategic approach to supply chain management, aiming to enhance flexibility,
responsiveness, and efficiency in the procurement process. Traditionally, procurement was seen as a rigid, cost-driven function,
often siloed within organizations (Hassan, Collins, Babatunde, Alabi, & Mustapha, 2021). However, in today’s fast-paced,
dynamic business environment, this conventional approach no longer suffices. Agile procurement emphasizes adaptability,
iterative planning, and continuous improvement, drawing from agile principles used in software development. It enables
organizations to respond more effectively to changing market conditions, shifting customer demands, and emerging risks
(Collins, Hamza, Eweje, & Babatunde, 2023; C. P. OGBETA, MBATA, UDEMEZUE, & KATAS, 2023).

In addition to reducing lead times and increasing supplier collaboration, it also fosters greater transparency and accountability
within procurement functions.
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As organizations recognize the need to embrace change, agile
procurement has gained significant traction, offering the
potential for improved decision-making, cost optimization,
and the ability to stay competitive in an increasingly volatile
marketplace (Hamza, Collins, Eweje, & Babatunde, 2023a).
The integration of digital technologies into procurement
functions has dramatically reshaped the landscape, driving
efficiency and innovation. Digital tools such as cloud-based
procurement platforms, automated sourcing tools, and
artificial intelligence (Al) enable procurement professionals
to streamline processes, improve data accuracy, and enhance
decision-making. With the increasing complexity of global
supply chains, these technologies also offer solutions for risk
management, such as real-time tracking of supplier
performance and predictive analytics for forecasting potential
disruptions (Adepoju et al., 2021; EZEANOCHIE,
AFOLABI, & AKINSOOTO, 2022).

Furthermore, technologies like blockchain are enhancing
transparency, providing an immutable record of transactions
that can ensure the integrity of procurement processes.
Digitalization has not only optimized procurement
workflows but has also enabled organizations to build more
agile, scalable systems that can rapidly adapt to external
pressures, such as economic changes or shifts in consumer
behavior. As businesses continue to embrace digital
transformation, the role of these technologies in procurement
will only grow more prominent (Elujide et al., 2021; Hassan,
Collins, Babatunde, Alabi, & Mustapha, 2023a).

1.2 purpose and Scope of the Study

This study aims to explore the intersection of agile
procurement management and digital technologies, focusing
on how data-driven approaches can be used to assess vendor
risk and ensure compliance in a rapidly changing
procurement environment. The primary objective is to
develop a comprehensive framework that combines agile
methodologies with modern data analytics to address key
challenges in vendor management. By examining current
practices and case studies, this paper will identify best
practices, highlight potential areas of improvement, and offer
actionable insights for organizations seeking to implement
agile procurement processes.

The scope of the study includes an analysis of the various
tools and technologies available for vendor risk assessment,
along with a discussion on how these tools can be integrated
into an agile framework. Furthermore, the paper will explore
the broader implications of this integrated approach for
organizations striving to remain competitive and compliant in
an increasingly complex business environment.

2. Theoretical
management
2.1 Agile methodologies in supply chain and procurement
Agile methodologies, originally designed for software
development, have made significant inroads into supply
chain and procurement management. The essence of agile lies
in its ability to be adaptive and iterative, enabling
organizations to respond quickly to changes in demand,
market conditions, or supplier capabilities. In the context of
procurement, agile practices prioritize collaboration,
flexibility, and continuous improvement, with a focus on
short, manageable cycles of work that ensure quick feedback
and adjustments (Oteri et al., 2023a).

For procurement teams, this means moving away from long-

foundations of agile procurement
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term, fixed contracts to more flexible, responsive vendor
relationships. Teams are empowered to make decisions based
on real-time data and adjust procurement strategies as
needed. This allows procurement functions to be more
proactive, rather than reactive, when it comes to managing
supplier relationships and mitigating risks. By embracing
agile principles, procurement teams can enhance their
responsiveness and improve supplier collaboration,
ultimately leading to more efficient operations (Govender et
al., 2022; Ogbuagu et al., 2023a).

As agile methodologies become more integrated into
procurement practices, organizations are finding new ways to
optimize their supply chains. Agile procurement can lead to
reduced lead times, increased supplier responsiveness, and
improved alignment between procurement strategies and
overall business goals. The dynamic nature of today’s global
supply chains requires agile processes to stay competitive and
manage the complexity of multi-tiered supplier networks. As
such, agile procurement is gaining traction as an essential
framework for businesses seeking flexibility in their
operations (Adewale, Olorunyomi, & Odonkor, 2023;
Hassan, Collins, Babatunde, Alabi, & Mustapha, 2023b).

2.2 Vendor risk management frameworks

Vendor risk management (VRM) frameworks are essential
for organizations looking to identify, assess, and mitigate the
risks associated with their suppliers. These risks can span a
wide range, from financial instability to ethical concerns,
geopolitical factors, and supply chain disruptions. A well-
structured VRM framework enables businesses to evaluate
the potential risks posed by vendors and prioritize those that
could impact business continuity and overall performance
(BALOGUN, OGUNSOLA, & SAMUEL, 2021).

The first step in any VRM framework is to categorize vendors
based on the criticality of their products or services to the
organization. Risk assessment tools such as risk matrices,
financial stability checks, and background evaluations are
employed to gauge the level of exposure each vendor
represents. This allows businesses to tailor their risk
mitigation  strategies accordingly, whether through
diversified supplier bases, enhanced contract clauses, or
contingency planning (Abbey, Olaleye, Mokogwu, & Queen,
2023a; BALOGUN, OGUNSOLA, & SAMUEL, 2023).

An effective VRM framework is a dynamic system that
continuously monitors and reassesses vendor risks over time.
Digital tools, such as vendor performance tracking platforms
and data analytics, can provide real-time insights into
potential risks. By incorporating these tools, organizations
can enhance their risk management efforts, ensuring that
vendor-related risks are addressed proactively. Ultimately, a
robust VRM framework helps organizations ensure the
reliability and integrity of their supply chain while
safeguarding against financial, operational, and reputational
risks (EZEANOCHIE, AFOLABI, & AKINSOOTO, 2021;
Sikirat, 2022).

2.3 Compliance in digital procurement environments

Compliance in digital procurement environments refers to
ensuring that all procurement processes adhere to relevant
laws, regulations, and industry standards while leveraging
technology to improve efficiency and transparency. In
today’s globalized market, procurement professionals must
navigate an increasingly complex landscape of local,
regional, and international regulations. Digital tools, such as
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electronic procurement platforms and contract management
systems, have been developed to streamline compliance by
automating tasks, ensuring proper documentation, and
providing real-time visibility into procurement activities
(Adebisi, Aigbedion, Ayorinde, & Onukwulu, 2021;
Mustapha & Ibitoye, 2022a).

Technology-driven compliance measures also facilitate the
monitoring of ethical sourcing practices, environmental
regulations, and data privacy requirements. Automated
systems can track vendor compliance with sustainability
goals, labor laws, and financial reporting standards,
providing organizations with the necessary tools to make
data-driven decisions and reduce the risk of non-compliance.
Moreover, digital systems allow for easy auditing, ensuring
that procurement processes are transparent and that any
potential violations can be swiftly addressed (Adekunle,
Chukwuma-Eke, Balogun, & Ogunsola, 2023a; Myllynen,
Kamau, Mustapha, Babatunde, & Adeleye, 2023).

The integration of compliance management into digital
procurement systems offers significant benefits, including
increased efficiency, reduced human error, and a clearer audit
trail. As procurement functions continue to digitalize,
organizations must prioritize compliance management to
mitigate risks and maintain their reputation. Ultimately, a
digital approach to compliance enhances procurement agility
by ensuring that all processes are transparent, accountable,
and aligned with the ever-evolving regulatory landscape
(Adekola, Kassem, & Mbata, 2022; Oteri et al., 2023b).

3. Data-driven approaches to vendor risk assessment

3.1 Key data sources for vendor risk analysis

Data-driven approaches to vendor risk assessment rely
heavily on the availability of accurate, timely, and relevant
data from multiple sources. The first crucial data source is
financial information, including balance sheets, income
statements, and cash flow reports. These financial indicators
help assess the financial stability and health of a vendor,
which is a key element in evaluating their risk. In addition,
data from credit rating agencies and banks provide further
insights into a vendor's ability to meet financial obligations,
mitigating potential risks arising from vendor defaults
(BALOGUN, OGUNSOLA, & SAMUEL, 2022; Ogunsola,
Balogun, & Ogunmokun, 2022).

Operational data is another critical source, encompassing
production capacity, delivery timelines, and historical
performance. This data allows organizations to assess
whether a vendor can consistently meet supply demands
without interruptions. Furthermore, qualitative data such as
supplier evaluations, industry reputation, and customer
feedback is valuable in understanding the reliability and
ethical practices of a vendor. Finally, regulatory compliance
data, including adherence to legal standards and
certifications, provides an added layer of assurance that a
vendor is operating within acceptable risk thresholds. By
consolidating these data sources, businesses can gain a
comprehensive view of vendor risk (Otokiti, Igwe, Ewim, &
Ibeh, 2021; Sam-Bulya, Omokhoa, Ewim, & Achumie).
Real-time data, such as performance metrics and supply chain
monitoring, plays an increasingly important role in vendor
risk analysis. Technologies like Internet of Things (loT)
devices or supply chain management software provide
continuous data on vendor activities, enabling proactive
monitoring of potential disruptions. This real-time insight
allows organizations to identify risks early and take
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corrective action before they escalate. Ultimately, the
integration of these diverse data sources enables a more
robust and dynamic risk assessment process that can adapt to
changes in the supply chain environment (Abbey, Olaleye,
Mokogwu, & Queen, 2023b; Oteri et al., 2023c).

3.2 Predictive analytics and machine learning in risk
assessment

Predictive analytics and machine learning are revolutionizing
the way organizations approach vendor risk assessment by
enabling more accurate, data-driven predictions of potential
risks. Predictive analytics uses historical data, statistical
algorithms, and machine learning models to identify patterns
and forecast future events, such as a vendor’s likelihood of
failing to meet contractual obligations. For instance, by
analyzing historical data on vendor performance, predictive
models can identify early warning signs of financial
instability or delivery delays, helping businesses make more
informed  decisions  about  vendor relationships
(KOLAWOLE et al., 2023a; Paul, Abbey, Onukwulu, Agho,
& Louis, 2023).

Machine learning, a subset of artificial intelligence, takes
predictive analytics a step further by allowing systems to
learn and improve over time continuously. These systems
analyze large datasets to uncover hidden patterns and
correlations that might not be immediately obvious to human
analysts. Machine learning models can dynamically adjust to
changing circumstances, such as market shifts or supply
chain disruptions, providing real-time insights into vendor
performance. As aresult, organizations can identify emerging
risks and adjust their procurement strategies accordingly,
improving decision-making and minimizing exposure to risk
(Elumilade, Ogundeji, Achumie, Omokhoa, & Omowole,
2021).

The application of predictive analytics and machine learning
in vendor risk assessment also enhances the scalability of risk
management processes. These technologies can process vast
amounts of data from multiple sources in real-time,
something that would be impractical for human analysts to
achieve manually. By automating risk assessments,
organizations can efficiently monitor a wide range of vendors
and supply chain activities, ensuring that potential risks are
detected and addressed promptly. This ability to predict and
proactively manage risks is a game-changer in maintaining
the integrity and resilience of global supply chains (Alonge
et al., 2021; Odunaiya, Soyombo, & Ogunsola, 2021;
Ogbuagu et al., 2022a).

3.3 Evaluating vendor performance and compliance
metrics

Evaluating vendor performance and compliance metrics is
crucial for maintaining strong and sustainable supplier
relationships. Vendor performance metrics typically include
key performance indicators (KPIs) such as delivery
reliability, product quality, customer service, and
responsiveness to issues (Hamza, Collins, Eweje, &
Babatunde, 2023b). By establishing clear benchmarks for
these KPIs, organizations can track vendor performance over
time and identify areas for improvement. Regular
performance evaluations help ensure that vendors meet
contractual obligations and uphold the organization’s
standards for quality and service (lIsibor, Ibeh, Ewim, Sam-
Bulya, & Martha, 2022; Jessa, 2022).

In addition to performance metrics, compliance metrics are
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vital in assessing whether vendors adhere to legal, ethical,
and regulatory requirements. These metrics include
adherence to industry standards, such as environmental
sustainability practices, labor laws, and data protection
regulations (EWIM, AZUBUIKE, AJANI, OYENIYI, &
ADEWALE, 2023). Compliance audits, certifications, and
third-party assessments are commonly used to evaluate
whether vendors are meeting these requirements. Non-
compliance with regulations or ethical standards can expose
organizations to legal, financial, and reputational risks,
making it essential to track and assess these compliance
metrics regularly (Ewim, Omokhoa, Ogundeji, & Ibeh, 2021;
Otokiti, Igwe, Ewim, lbeh, & Sikhakhane-Nwokediegwu,
2022).

Integrating vendor performance and compliance metrics into
a unified dashboard or reporting system provides
organizations with a holistic view of their vendor
relationships (Kolawole et al., 2023b). By using data
visualization tools and analytics platforms, procurement
teams can quickly identify trends, monitor vendor risk levels,
and make data-driven decisions about continuing, modifying,
or terminating vendor contracts. This comprehensive
approach to evaluating vendor performance and compliance
ensures that procurement functions are not only efficient but
also aligned with regulatory and organizational standards
(Adekunle, Chukwuma-Eke, Balogun, & Ogunsola, 2023b;
Wear, Uzoka, & Parsi, 2023).

4. Agile procurement framework for digital age

4.1 Core components of the agile procurement framework
The agile procurement framework is built around several core
components that enable organizations to remain adaptable,
efficient, and responsive to changing market dynamics. The
first key component is flexibility in supplier relationships.
Agile procurement emphasizes collaboration with vendors
rather than traditional, rigid, contract-based relationships.
This flexibility allows for regular adjustments to terms,
ensuring alignment with shifting business needs. Agile
procurement also involves iterative planning, where
procurement activities are broken down into smaller,
manageable phases. This approach enables organizations to
adapt to unforeseen challenges, such as supply chain
disruptions or changing customer demands, without
jeopardizing the entire procurement process (Paul, Abbey,
Onukwulu, Agho, & Louis, 2021).

Another crucial component is the integration of data and
technology. Agile procurement relies heavily on digital tools
for sourcing, monitoring, and managing suppliers. Cloud-
based platforms, automated procurement systems, and Al-
driven analytics allow procurement teams to gather real-time
data and make informed decisions quickly (Afolabi &
Akinsooto, 2021; Odunaiya, Soyombo, & Ogunsola, 2022).
Transparency and communication are also essential to the
framework, as agile procurement fosters ongoing dialogue
between all stakeholders. This ensures that feedback loops
are in place to continuously improve processes, identify
inefficiencies, and adjust procurement strategies as needed.
Ultimately, the agile procurement framework is designed to
streamline workflows, reduce lead times, and provide
businesses with the flexibility to thrive in a rapidly evolving
market environment (Fiemotongha, Igwe, Ewim, &
Onukwulu, 2023; C. Ogbeta, Mbata, & Katas, 2021).
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4.2 Integrating vendor risk and compliance into agile
procurement

Integrating vendor risk and compliance into agile
procurement requires a proactive and continuous approach to
monitoring vendor performance and adherence to regulatory
standards. In an agile environment, vendor risk management
is not a one-time assessment but an ongoing, iterative
process. This is achieved through continuous data collection
and analysis of vendor behavior, financial stability,
performance metrics, and compliance records (Onukwulu,
Fiemotongha, Igwe, & Ewim, 2023). Digital technologies
such as automated risk assessment tools and predictive
analytics enable procurement teams to assess vendor risk in
real-time, rather than relying on periodic audits or manual
checks. This approach allows organizations to react swiftly
to emerging risks and mitigate potential disruptions before
they escalate (Charles et al., 2022; Paul et al., 2021).
Compliance is equally important within the agile
procurement framework. As regulations evolve and new
compliance requirements emerge, procurement teams must
be equipped with the tools to ensure that vendors meet legal
and ethical standards at every stage of the procurement cycle
(Fredson et al., 2023; Ogunmokun, Balogun, & Ogunsola,
2022). Automated compliance checks, digital audits, and
contract management platforms help ensure that vendors
adhere to regulatory standards, such as data protection laws
or environmental sustainability targets. Integrating risk and
compliance considerations into agile procurement helps
mitigate potential legal, financial, and reputational risks
while maintaining the flexibility needed to adjust
procurement strategies in a fast-paced digital age (Adeleke,
Igunma, & Nwokediegwu; Nwokediegwu, Adeleke, &
Igunma, 2023).

The integration of vendor risk and compliance within agile
procurement ultimately leads to a more resilient supply chain.
By continuously monitoring and evaluating vendors,
organizations can make informed decisions about
maintaining, terminating, or adjusting supplier relationships.
This dynamic approach to risk and compliance management
ensures that businesses can navigate complex regulatory
environments while maintaining the agility necessary to
remain competitive (Elumilade, Ogundeji, Achumie,
Omokhoa, & Omowole, 2022; Ogbuagu et al., 2022b).

4.3 Challenges and opportunities in implementing agile
procurement

Implementing agile procurement presents both challenges
and opportunities for organizations. One of the primary
challenges is the cultural shift required to move from
traditional procurement practices to an agile model. Many
organizations have established procurement processes that
are deeply entrenched and resistant to change (Mustapha &
Ibitoye, 2022b). Shifting to agile procurement requires buy-
in from all stakeholders, including procurement teams,
suppliers, and upper management. Training and education are
essential to ensure that everyone understands the benefits of
agile procurement and is prepared to adapt to new workflows,
technologies, and strategies (Daramola, Apeh, Basiru,
Onukwulu, & Paul, 2023; Ogbuagu et al., 2023b).

Another challenge is the complexity of integrating new
digital tools into existing procurement systems. Agile
procurement relies on a variety of digital technologies, such
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as cloud-based platforms, automation, and Al-driven
analytics, which may not always be compatible with legacy
systems. The cost and time required to implement these
technologies can be significant, particularly for smaller
organizations with limited resources (Adefila, Ajayi,
Toromade, & Sam-Bulya, 2023; ALONGE et al., 2023).
Furthermore, ensuring data security and compliance with
privacy regulations in digital procurement environments can
pose additional hurdles, especially when dealing with
sensitive supplier and contract data (Abisoye & Akerele,
2022; KELVIN-AGWU et al., 2023).

Despite these challenges, agile procurement presents
numerous opportunities. The most significant opportunity
lies in the ability to enhance flexibility and responsiveness
within the supply chain. By embracing agile methodologies,
organizations can quickly adapt to changes in market
conditions, customer demands, and supplier performance
(ELUMILADE, OGUNDEJI, OZOEMENAM, ACHUMIE,
& OMOWOLE, 2023; Jessa, 2023). Agile procurement also
promotes closer collaboration with suppliers, leading to
improved relationships, better communication, and more
reliable delivery timelines. Additionally, the integration of
advanced data analytics and predictive tools offers the
opportunity to make more informed, data-driven decisions,
ultimately reducing risk and optimizing procurement
outcomes. By overcoming implementation challenges,
organizations can unlock the full potential of agile
procurement, driving both efficiency and competitiveness in
the digital age (Abisoye & Akerele, 2022; Ogbuagu et al.,
2023c).

5. Conclusion and Implications

The adoption of agile procurement in the digital age is a
transformative approach to managing procurement activities
that emphasizes flexibility, collaboration, and continuous
improvement. The key findings of this study highlight the
importance of integrating agile methodologies into
procurement processes to respond to dynamic market
conditions and emerging risks. Agile procurement promotes
adaptive supplier relationships, iterative planning, and data-
driven decision-making, enabling organizations to enhance
efficiency and responsiveness in their supply chains.
Additionally, the integration of vendor risk and compliance
into agile procurement frameworks is essential for ensuring
that organizations can monitor and mitigate risks in real-time,
ensuring that vendor performance and legal requirements are
consistently met.

The study also emphasized the growing role of digital
technologies, such as predictive analytics, Al, and
automation, in optimizing procurement processes. These
technologies provide valuable tools for assessing vendor risk,
monitoring performance, and ensuring compliance. Through
the integration of these tools into agile frameworks,
organizations can achieve greater transparency, reduce lead
times, and make more informed decisions, which are
essential for maintaining a competitive edge in a fast-paced
digital economy. Ultimately, the findings underscore the need
for organizations to evolve their procurement practices to
keep pace with technological advancements and market
demands.

The findings of this study offer several practical implications
for organizations seeking to implement agile procurement.
First, organizations must prioritize the adoption of digital
tools and platforms that enable real-time data collection,
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monitoring, and analysis. By integrating cloud-based
procurement systems, automated risk management tools, and
predictive analytics, procurement teams can enhance their
ability to make informed decisions, mitigate risks, and
streamline operations. These technologies also foster greater
transparency and collaboration between procurement teams
and suppliers, ensuring that performance and compliance are
continuously monitored and adjusted as needed.

Moreover, organizations should focus on cultivating a culture
of agility within their procurement teams. This involves
training staff to understand the principles of agile
methodologies, encouraging collaboration with suppliers,
and adopting a flexible mindset when it comes to
procurement planning and decision-making. Establishing
clear KPIs and performance metrics aligned with agile
principles will enable teams to measure success and identify
areas for continuous improvement. Lastly, integrating risk
and compliance management into the procurement process
should be a priority, as this will safeguard organizations
against potential legal, financial, and reputational risks. By
focusing on these practical strategies, organizations can build
more resilient and adaptable procurement systems.

While this study provides valuable insights into the
integration of agile procurement and digital technologies,
several areas remain ripe for further research. One promising
direction is exploring how emerging technologies, such as
blockchain, can be leveraged within agile procurement
frameworks to enhance transparency, traceability, and
security. Blockchain has the potential to revolutionize vendor
management by providing immutable records of transactions
and enabling greater trust between procurement teams and
suppliers. Research on this topic could focus on the
challenges and opportunities of incorporating blockchain into
procurement systems and how it can further mitigate vendor
risks.

Additionally, further studies could examine the long-term
impact of agile procurement on organizational performance
and supply chain resilience. While the short-term benefits of
agile procurement are well-documented, research is needed
to understand its effects on supplier relationships, cost
savings, and overall competitiveness in the long run. A
comparative analysis of organizations that have implemented
agile procurement versus those that rely on traditional
procurement methods could provide valuable insights into the
sustainability of agile practices.

Lastly, research could explore the role of artificial
intelligence and machine learning in the future of vendor risk
assessment and compliance management. As these
technologies continue to evolve, there may be opportunities
to develop more sophisticated models for predicting vendor
performance and assessing compliance risks. This could
include exploring new ways to automate compliance checks
or predict disruptions in the supply chain before they occur.
By pursuing these research directions, scholars and
practitioners can continue to refine and advance the agile
procurement framework in the digital age.
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