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1. Introduction

Autonomous systems are now built from microservices, event streams, models, and policies deployed across dynamic
infrastructure. In this setting, machine learning introduces hidden dependencies, data coupling, and feedback loops that are
difficult to test, monitor, and reason about using traditional software assurance alone 1,

Engineering leaders therefore need decision support that converts uncertain and fast changing signals into controllable actions
with traceable rationale 1.

Release velocity further compresses feedback cycles, which increases the cost of uncertainty if risk is not managed explicitly
during continuous delivery [,

Sectoral evidence shows that Al enabled decision support is already reshaping mission critical domains such as clinical practice,
raising expectations for reliability and safety in downstream software systems [4],

However, production organizations typically optimize quality, governance, and security in separate functions. Data scientists
tune model metrics, platform teams harden infrastructure, and governance teams audit after the fact. Fragmentation matters
because defects, configuration drift, and security exposures reinforce each other through shared deployment paths and shared
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operational constraints.
This paper contributes a unified architecture that treats
predictive quality, decision intelligence, and infrastructure
security as a single autonomy plane. The architecture is
intended for software intensive autonomous systems that
must remain reliable under rapid change, explainable under
audit, and defensible under attack. The primary contributions
are:

1. A reference architecture and data contracts that unify
code, pipeline, and runtime telemetry.

2. A defect prediction layer that produces calibrated and
explainable risk semantics suited for governance
decisions.

3. Adecision intelligence layer that connects risk signals to
policy aware actions and to measurable economics.

4. A security control mesh that constrains both pipelines
and runtime using zero trust and secure development
practices.

2. Background and Related Work

2.1. ML Based Defect Prediction

Defect prediction has a long history in software engineering,
ranging from static code metrics to process metrics and to
modern representations based on sequences and graphs. A
key practical shift is just in time prediction, which estimates
risk at the granularity of a change set so that review and test
resources can be targeted where they matter most I,

In production, the most valuable prediction is not merely a
ranking, but a risk signal tied to an action such as test
selection, staged rollout, or additional review.

2.2. Decision Intelligence for Lifecycle Governance
Decision intelligence extends analytics by modeling
decisions, objectives, constraints, and uncertainty. In
software delivery, decision intelligence has been applied to
architecture centered governance and to agile lifecycle
control, enabling teams to connect what they build to how
they decide [©1.

Architecture centered governance can be strengthened when
defect prediction and automated testing are integrated into the
decision loop as first class signals ['],

2.3. Infrastructure Security for Autonomous Systems
Security for autonomous systems has shifted from perimeter
defense to layered controls that combine information security
and cybersecurity practices [,

Modern environments also demand continuous verification
rather than static trust boundaries. Zero trust architecture
formalizes this posture by treating every request as untrusted

and continuously verifying identity, device state, and context
19

3. Problem Statement and Design Goals

3.1. Problem Statement

We target cloud native autonomous systems that evolve
rapidly and execute decisions under uncertainty. The central
problem is to coordinate three loops that are often optimized
independently: (1) the quality loop that predicts defect and
incident risk from code and operational signals, (2) the
governance loop that decides whether, when, and how
changes should proceed under constraints, and (3) the
security loop that enforces identity and supply chain controls
across pipelines and runtime.

When disconnected, each loop can be locally optimized while
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the global system becomes brittle. For example, a model
improvement that increases precision can still be harmful if it
produces unstable thresholds that cause oscillating
deployment policy. Similarly, a security gate can improve
compliance but increase lead time and incident pressure if it
is not coupled to risk based prioritization.

3.2. Design Goals

G1: Unified telemetry and feature contracts. Signals from
code, Cl, CD, runtime, and security tooling must map to
shared entities such as service, component, change set, and
identity.

G2: Calibrated risk semantics. Predictive outputs must be
probabilistic, explainable, and stable enough to drive policy.
G3: Decision traceability. Actions must be justified with
explicit objectives and constraints and recorded for audit.
G4: Security as a constraint, not an afterthought. Security
controls must gate actions and adapt at runtime.

G5: Economic awareness. The system must optimize for
measurable operational benefit, including time and cost
savings from automation 3¢,

G6: Human override and safe autonomy. The architecture
must support staged autonomy with escalation paths and
bounded authority.

4. Unified Autonomous Architecture

4.1. Overview

The proposed design adds an autonomy plane above the
delivery and runtime planes. The delivery plane includes
source control, continuous integration, artifact management,
deployment orchestration, and progressive delivery
mechanisms. The runtime plane includes service mesh,
identity and access management, observability, and incident
response. The autonomy plane closes the loop by
transforming telemetry into risk semantics and by
transforming risk semantics into actions.

4.2. Components

Telemetry Fabric: event ingestion from version control, Cl
and CD, artifact registries, infrastructure state, and
observability.

Risk and Quality Service: risk scoring for change sets,
services, and releases, plus explanations and confidence.
Decision Intelligence Engine: decision modeling, policy
evaluation, and execution orchestration with audit logs.
Security Control Mesh: identity verification, policy
enforcement points, supply chain validation, and runtime
constraints.

4.3. Canonical Data Contracts

The architecture defines canonical entities to reduce tool
specific coupling: ChangeSet, Build, Artifact, Release,
Service, Environment, Identity, and Incident. Each entity
carries lineage metadata, such as upstream sources and
transformation steps, enabling traceability for governance
and for post incident learning. Contracts are intentionally
minimal to reduce coupling, but strict enough to support
deterministic joins across toolchains.

4.4. Closed Loop Control

The system operates through three coupled loops. The quality
loop infers risk from code, pipeline, and runtime signals, then
recommends test and rollout actions. The governance loop
decides to proceed, hold, or rollback changes based on policy
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and on operational budgets. The security loop verifies
identities, validates artifacts, and enforces constraints
continuously in pipeline and runtime. Coupling is essential
because it ensures that quality actions remain policy
compliant and that security constraints reflect operational
criticality.

5. Machine Learning Defect Prediction Layer

5.1. Risk Semantics

We model risk at the level of a ChangeSet ¢ and a target
Service s. The risk service outputs a calibrated probability
p(defect | c, s, context). Calibration matters because policies
are threshold based and because risk must be comparable
across services. The service also emits uncertainty indicators,
such as prediction interval width or confidence scores, to
avoid brittle policy decisions.

5.2. Feature Construction

Features are constructed from four views.

Change view: churn, diffusion across files, dependency
impact, and interface surface changes.

Process view: author ownership, review latency, and
historical defect density by component.

Pipeline view: build signals, flaky test indicators, static
analysis results, and quality gate outcomes.

Runtime view: regressions, latency anomalies, error ratios,
and rollback triggers.

Features are computed at multiple granularities, including
commit, pull request, and release candidate. The architecture
supports both point in time scoring and rolling aggregation to
reduce information leakage and to represent temporal
context.

5.3. Model Families and Training

The framework supports supervised models trained on linked
defect labels, as well as weak supervision models that infer
proxy labels from operational signals such as rollback or
hotfix behavior. Model selection emphasizes probability
calibration, monotonic behavior on core risk features, and
explainability. Where black box models are used, explanation
is treated as a first class output to support governance and to
reduce automation bias.

5.4. Drift, Reliability, and Safe Degradation

Production data is non stationary. The system monitors drift
in feature distributions, in base rates, and in confidence.
When drift exceeds thresholds, the autonomy plane can enter
a safe degradation mode: risk outputs are flagged as uncertain
and policies shift toward conservative defaults, such as
slower rollout, expanded tests, and additional human review.

6. Decision Intelligence and Governance Layer

6.1. Decision Representation

Decisions are represented as a tuple D = (context,
alternatives, objectives, constraints, uncertainty).
Alternatives include actions such as expand test suite, enable
canary, require additional approval, defer release, or rollback.
Objectives include reliability, lead time, security posture, and
cost. Constraints encode compliance and risk budgets, such
as error budget policies, change freeze windows, and
environment criticality.
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6.2. Utility Based Policy Selection

The decision engine selects actions by maximizing expected
utility under constraints:

maximize E[U(a)] subject to C(a) <=0

Here, a is an action and C represents constraint violations. U
can be decomposed into weighted terms such as expected
incident reduction, expected cycle time impact, and expected
operational cost. In practice, weights are learned or
negotiated with stakeholders and can be adapted by
environment criticality.

6.3. Auditability and Learning

Every decision produces an auditable record including input
signals, model versions, policy evaluation, human overrides,
and execution outcomes. This record creates a feedback
dataset for improving both models and policies. The
architecture supports post incident learning by enabling
analysts to reconstruct what the system knew at decision time
and why a particular action was taken.

6.4. Human in the Loop Autonomy Levels

The system supports staged autonomy. Advisory mode
provides recommendations only. Low risk mode auto
executes actions with rollback guards and explicit canary
criteria. Higher autonomy modes require pre approved
playbooks and tight monitoring. This hierarchy reduces
automation bias and preserves accountability while still
enabling scale.

7. Infrastructure Security Layer

7.1. Threat Model

We assume adversaries can exploit vulnerabilities,
misconfigurations, and pipeline weaknesses. Threat surfaces
include ClI credentials, artifact tampering, infrastructure drift,
and lateral movement through service identities. We also
consider insider risk and accidental misconfiguration because
they often share the same control weaknesses.

7.2. Secure Development and Supply Chain Controls
Supply chain integrity is enforced through artifact
provenance, signing, and tamper evidence. The autonomy
plane treats supply chain controls as hard constraints for
decisions. The secure software development framework
provides a core set of practices that can be integrated across
the software lifecycle to mitigate vulnerability risk (24,

7.3. Runtime Protection and Smart Infrastructure
Considerations

The security mesh places policy enforcement points in both
pipeline and runtime. Requests are evaluated using identity
and workload posture, and privileges are scoped to the
minimum required to complete the action. For systems
supporting smart infrastructure and public utilities,
operational continuity and safe degradation become explicit
constraints in governance policies [*2,

7.4. Online Safety and Trust Signals

Beyond technical controls, online safety principles
emphasize user trust and protection against abuse in
information  ecosystems. These principles can be
operationalized through monitoring, access governance, and
incident playbooks integrated into the autonomy plane [*31,
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8. lllustrative Walkthrough

Consider a change set that modifies a shared dependency
used by multiple services. The telemetry fabric captures
structural diff signals, ownership shifts, and build outcomes.
The risk service produces a calibrated risk score with an
explanation that highlights diffusion and test instability. The
decision engine evaluates policies: if risk exceeds threshold
and environment is production, require expanded test
selection and progressive rollout. The security mesh checks
that artifacts are signed and that deployment identities are
least privilege, then enforces constraints during rollout.
During canary, runtime telemetry updates the risk posture; if
error ratio increases, the decision engine triggers rollback and
records the outcome for future learning.

This walkthrough illustrates how three loops remain coupled.
Prediction informs action, action is constrained by security,
and outcomes re-enter the learning loop.

9. Evaluation Methodology

9.1. Research Questions

RQ1: Does the defect prediction layer produce calibrated and
stable risk signals that generalize across services and time?
RQ2: Do decision policies based on risk signals improve
operational outcomes such as avoided incidents and reduced
cycle time?

RQ3: Does integrating security constraints into the autonomy
plane measurably improve posture without unacceptable
delivery cost?

9.2. Experimental Design

We recommend a mixed evaluation. Offline evaluation uses
historical change and defect data to measure calibration and
effort aware ranking. Online evaluation uses controlled
rollouts to compare policy guided actions against baselines
such as uniform testing and single phase deployments.
Security evaluation combines control coverage audits with
adversarial tests, including pipeline compromise simulations
and credential misuse drills.

9.3. Metrics

Quiality metrics include calibration error, precision at top k
changes, defect discovery lead time, and actionability ratio.
Governance metrics include change failure rate, mean time to
restore, lead time for changes, and policy override rate.
Security metrics include provenance coverage, policy
compliance rate, mean time to detect suspicious behavior,
and incident containment time.

9.4. Threats to Validity

Key threats include label noise in defect linkage, survivorship
bias from incident driven labels, and confounding factors in
online experiments. The architecture mitigates these threats
through lineage metadata, explicit uncertainty tracking, and
counterfactual analysis using matched cohorts.

10. Discussion

A unified autonomy plane introduces organizational
considerations. Teams must agree on canonical entities and
on what constitutes a defect, an incident, and acceptable risk.
Governance policies must be negotiated so that automation
does not become a bottleneck. The architecture supports
incremental adoption: start with telemetry contracts, then
deploy advisory risk scoring, then introduce decision
automation for low risk actions, and finally integrate
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hardened security meshes.

Continuous improvements in machine learning will expand
autonomous development practices, but they also increase
governance requirements, reinforcing the need for disciplined
frameworks that anticipate both technical and socio technical
risk 41,

11. Conclusion and Future Work

This paper presented a unified autonomous systems
architecture that integrates machine learning based defect
prediction, decision intelligence for lifecycle governance,
and infrastructure security. The design centers on shared
telemetry contracts, calibrated risk semantics, policy aware
decision loops, and security controls grounded in zero trust
and secure development practices. Future work includes
implementing a reference stack, validating on diverse multi
organization datasets, and studying human factors in staged
autonomy, including how explanations and audit trails
influence trust and accountability.
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